








6.4 Download the URL List

The Wavecrest URL list is updated daily. In order to receive these daily updates, you must either download the
URL list manually or configure the product to download it automatically once a day.

The list must be downloaded in both the CyBlock Appliance and Cyfin Reporter interfaces.  Therefore, we
recommend that you schedule the list to be downloaded automatically every day.

6.4.1 Manual Download

Go to Administration – URL List and click on the Manual link.1.

If the URL list is expired (older than 45 days), the status bar will be red with a message stating that the list
is expired.  If the URL list is about to expire (older than 30 days), the status bar will be yellow and will state
how many days old your list is.  If you get either of these messages, you should download the URL list
immediately.  These messages will also appear when you log in.  If your latest list was downloaded within
30 days, the status bar will be green as shown above.
NOTE: To avoid the risk of having the list expire, we recommend that you schedule the URL list to
automatically download daily. See Section 6.4.1 for instructions on scheduling the download.

2.

Click on the Download Now button to download the latest version of the list. The following screen will pop
up and the Download Progress bar will show the download’s progress percentage.

3.

You will receive a confirmation statement in the Textual Progress area when the list is fully downloaded.
When this occurs, you can close the window.

4.

NOTE:  The Product Override link should only be used in the event that the URL list download from the product is
unsuccessful.  This link will take you to a Web page where you will find the URL list download and instructions
for downloading from the site.



6.4.2 Schedule Download

Go to Administration – URL List and click on the Schedule link.1.

Use the pull-down arrow to select Yes in the Automatic Update field to enable the scheduled download. 
NOTE: If you ever want to disable the scheduled download, change the Automatic Update option to
No and click Submit.  This will turn off the automatic update.

2.

Choose the Hour that you want the automatic update to occur by using the pull-down arrows.3.

If you would like a Confirmation Email to be sent to the administrator confirming that the URL list download
was successful, select Yes.  If not, select No.

4.

Click Submit to apply your settings.5.
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6.5 Download Product Updates

Use the Product Update screen to check for new product versions and download the latest release.

Go to Administration – Product Update.  This screen will tell you if there are any current updates to the
version of your product.

1.

The Status bar will let you know if there are any new updates or if your product is currently up-to-date. If
updates are available, click on Download Now to upgrade the product.

2.
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6.6 Download the CyBlock Client

The CyBlock Client piece must be downloaded on each user's PC so that the appliance can block and log traffic by
user names.

Go to Administration - Client in the CyBlock Appliance interface.1.

Click on the link to download and install the CyBlock client piece.2.
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6.7 Check Product News

The Product News system allows you to receive critical information on new product updates and relevant
news items that may affect your Internet management policies.  The default news settings lets you receive

news items in the product and displays the last 25 news items received. You will know you have a new news item
to read when a yellow icon appears in the right-hand corner of the interface.  Click on the icon to view the new
news item.  Once you have read the news item, the icon will disappear.

To change your news settings, go to Administration – Product News and click on the Setup link.1.

If you do not want to receive news through the product, you can choose to disable it by clicking on the
Disable radio button. 
NOTE: If you decide to disable product news, you must remember that only the administrator will receive
these critical updates via email.  Critical news items will also be posted on the technical support forum.

2.

You can also choose how many news items you want displayed when viewing your news.  Use the
pull-down arrow to make your selection.

3.

Click Submit to apply your changes.4.

To view your news:

Go to Administration – Product News and click on the Viewer link.1.

Click on the links to read each news item.2.
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6.8 Restore

The restore option allows you to go back (or restore) your previous settings in your product from a previous day.
You can restore settings up to 31 days back.

NOTE: This feature is not available if you are using the Array feature.

NOTE: When you restore settings, this automatically restarts the product service.

Go to Administration - Restore.1.

Select a day from which to restore settings.2.

Click Submit. At this point the service will automatically restart.3.
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6.9 Proxy Chaining

Proxy chaining allows you to chain the CyBlock Appliance to another proxy "upstream" of it.  This feature is for
special circumstances to accommodate those offices that need to "chain" through an "upstream" proxy.

Go to Setup - Proxy.1.

Select Enable to turn on proxy chaining.2.

In the Server field, enter the "upstream" proxy's name or IP address.3.

The default port is 8080.  You should not need to change the port number unless the port is not available.4.

Click Submit.5.
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7.0 Other Features

7.1 Quick Start

Quick Start provides you with links to the most basic setup screens that you need to get the product up and
running.  Below the basic setup is a link to this Administrative Guide for the product that will step you through
getting the product started. It also contains detailed instructions on some of the product's features.

NOTE: For the appliance, the Quick Start is currently only available for the Cyfin Reporter interface.

7.2 License

You will need to enter your product license after you purchase or renew the product license.

NOTE:  The default evaluation key is valid for 30 days after install.

To enter your license information, go to Setup and click on the License link.1.

Enter your organization's name in the Organization Name text entry box.2.

Enter the server name (or its IP Address) that the product will use.
NOTE:  This is merely the server's "friendly" alias name, it has no bearing on product actions.

3.

Enter your serial number in the Serial Number text entry box if you have purchased the product.   (This can
be found on the certificate provided at time of purchase.  During product evaluation, the serial number
default setting should not be changed.)

4.

Enter your activation key in the Activation Key text entry box.  (This can be found on the certificate
provided at time of purchase.   During product evaluation, the activation key default setting should not be
changed.)

5.

Click Submit to apply changes, or click Reset to reload previous values.
CAUTION: If you click Reset, the current changes will not be saved, the previous setup will be reset, and
all changes will be lost.

6.
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7.3 Job Queue

The job queue displays a prioritized list of jobs in process.  If there are no open jobs, when you go to the job
queue, the screen will be blank and a message indicating the system is currently idle will appear.

The job queue automatically assigns priorities and performs the jobs in a sequence that reflects those priorities.
 This design ensures that reports are based on the latest available data.

The job queue runs one job at a time.  A job that is running will always be at the top of the list, and a progress
meter will show percent completion.

When a new job is initiated, the product automatically places it in the queue in accordance with its priority. Lower
priority jobs are "bumped down" if appropriate.

To check the Job Queue, go to Administration – Job Queue.1.

You will see the list of jobs and their status on the screen.2.

If you want to delete any of the jobs, check the Delete box and then, click Submit.
NOTE: Administrators can delete any job in the job queue.  Operators can delete only the types of jobs that
are authorized in their accounts, i.e., typically reports.

3.
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7.4 Help

7.4.1 Documentation

This area provides links to various documents that help you with the product and Web-use management in general. 
It includes links to this Administrative Manual, product support, Wavecrest’s Web site and other helpful documents.
Get to this screen by going to Help - Documentation on the menu.

7.4.2 Profiling

If you ever experience difficulties that can't be resolved via on-line Help, Technical Support may ask you to activate
the product's "profiling" mode via the Profiling screen.  When profiling is activated, the product will generate a
considerable amount of data to help Technical Support resolve the issue.  When the data is generated, it will be
sent to a special file (sprofile.htm) for subsequent transmission to Technical Support via email
(support@wavecrest.net). If you are ever asked to turn on profiling, go to Help – Profiling and follow Tech
Support's instructions.

7.4.3 Support Forum

On our technical support forum, you can connect with some of our 3,500 customers.  You can peruse the forum for
helpful tips in using the product, or you can post your own questions and comments.  If you go to Help – Support
Forum on the menu, it will take you directly to the forum.

NOTE: For the appliance, this link is currently only available via the Cyfin Reporter interface.

7.4.4 System Information

7.4.4.1 System Status

System Status tells you whether or not the product's Application Server is ready.  If the Overall System Status
message is colored green (OK), you can click on the dynamic Quick Link which will take you directly to the
Reports - Manual - Site Analysis screen.  There you can quickly generate a sample Site Analysis Report.

If the Overall System Status message is colored yellow or red, the Quick Link will take you to the specific screen
that relates to the error condition.  There you can quickly resolve the issue.

To check your System Status, go to Help – System Information and click on the System Status link.
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7.4.4.2 Filter Status

Filter Status provides information relating to the product's filter feature. Included are:  Filter Name, Filter Plug-in
Version, Type of Proxy, Operating System, System Functional (Yes or No), Total Hits Processed, Total Hits
Blocked, and License Information.  To view your Filter Status, go to Help – System Information and click on the
Filter Status link.

NOTE: For the appliance, Filter Status information is only available via the CyBlock Appliance interface.

7.4.4.3 Server Information

Server Information provides important items of information about the product's application server.  Included are:
 the type and version of application server, type of proxy server or firewall, installation directory path, virtual
memory size, license information, report language, etc.  Several of these informational items are derived from
one-time Setup actions.  Others were developed during the installation process. To view your Server Information,
go to Help – System Information and click on the Server Information link.
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7.4.4.4 Check URL

This feature can be used to check the category of any URL in the product's configured list(s). It is particularly
useful after you create a custom category.  It enables you to verify that the URLs you entered in the custom
category have been correctly assigned to that category.

Go to Help – System Information and click on the Check URL link.1.

Enter the URL you want to check.2.

Click Submit and the other fields will fill in with information about the URL.3.

7.4.4.5 Client Information

This screen identifies the computers that have the CyBlock Appliance Client software installed on them and are
actively being protocol-filtered.  To access this screen, go to Help - System Information in the CyBlock Appliance
interface and click on the Client Information link.

7.4.4.6 Sample Reports

Sample Reports lets you quickly generate a sample Site Analysis report and a sample User Audit Detail report. 
These reports can help you become familiar with the "look and feel" of all of the product's reports.  To view these
sample reports, go to Help – System Information and click on the Sample Reports link. Then, click on the link for
the report you want to see.

NOTE: For the appliance, this link is currently only available via the Cyfin Reporter interface.

7.4.5 About

If you go to Help – About on the menu, you will get a description of the product, the version you are currently
using, and the release date of the version you are using.  It also includes a link to Wavecrest’s Web site.
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Appendix A: Groups and IDs

Introduction to "Groups and IDs"

General. "Groups and IDs" is a feature that is used to input and/or import users' ID information into the product for
subsequent use in reporting and/or filtering processes. As discussed later, the Groups and IDs input/import
process can be performed manually, automatically, or in some cases semi-automatically. Optionally, this feature
can also be used to custom-group the IDs for more advanced usage.

Using the Product's Default Grouping Arrangements. You may not need or want to group your users in any
particular way. For example, you may always want to see all users in high-level reports (e.g., Site Analysis), and/or
you may want to apply policy settings uniformly to all users. The core grouping capability is designed to
accommodate this universal approach. To implement, you do not need to take any special measures. All users are
placed in the Ungrouped IDs group (a subgroup of Enterprise), and you simply designate Enterprise as the
controlling group for all report formats and policy settings.

Using the Product with Customer-Specified Grouping Arrangements. Using the simplified universal approach
discussed in the preceding section may not always be satisfactory. For example, management may want reports
that only cover Web usage in particular departments or divisions. They may also want reports that cover personnel
at specific locations, or they may want to see activity by all personnel who have a particular job classification. And,
very importantly, they may want reports that show a single user’s Web-access activity. In cases like these,
user-grouping is essential.

NOTE: Although grouping by department is the most popular approach, groups can be based on any
characteristic or parameter that applies to the users in the workforce, e.g., job title, salary level, work location,
etc. All groups must contain at least one user in order to be reported on.

Augmenting the Core Grouping Arrangement. The Groups and IDs' core grouping capability can be easily
augmented to accommodate a variety of requirements to monitor and/or control Web activity by groups or users.
To take advantage of this capability, the overall user ID population must be subdivided into logically-structured
groups. This will take the form of a hierarchical structure under Enterprise.

Customized User-Grouping. Wavecrest products were designed with customized user-grouping in mind. Our
products enable you to input (or import) the user population. If desired, the user population can be subdivided into a
single or multi-tiered hierarchical grouping structure. This capability lets you set up, apply and monitor different
policies for different organizational units, i.e., divisions, departments, geographic areas, individual users, etc. It also
lets you (a) use block-allow settings to govern Web access (Wavecrest's Cyblock products only), (b) vary report
formats for different recipients and (c) restrict the distribution of group-level or individual user reports on a "need to
know" basis. Such restriction increases managerial efficiency by segmenting the reports and providing recipients
with only the information they actually need. It also prevents distribution of extraneous, undesired information, and it
helps maintain users' privacy.

Planning Ahead. For customers that want to set up a customized grouping arrangement, we recommend that
management or HR first design the grouping structure. This should be done before the network administrator
begins the product setup process. That way, the administrator will have a clear blueprint of management's
expectations when he or she starts the setup process. Designing the scheme is not difficult. There are many
"models" that organizations can choose from. The most common grouping scheme is an "organization chart."

Multiple Approaches to the Management of Groups and IDs. Wavecrest products offer several alternative
ways to set up and manage Groups and IDs. These include fully automated, partially automated and strictly manual
approaches. These alternatives are discussed below. 
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Fully Automated Grouping Using Active Directory

Overview. For large ID populations, it is best to use automated processes to create groups and assign IDs.
Wavecrest products provide this capability. Our products can import groups and IDs into the product from
directories, databases, or spreadsheets on other servers. This capability can save extensive amounts of time and
manual data entry. These savings can be realized if network users' information (e.g., employee name, employee
number, organizational affiliation, network privileges, User ID, etc.) has already been organized and set up. For
example, many organizations enter their computer users’ unique identification and security data by department into
a database in an Active Directory Server or a Domain Server. So long as each “database” record contains a unique
user ID and a unique group (department) designator, the product can import the data en masse into Groups and
IDs.

Active Directory. The use of “directory services” for network management purposes is common in larger
organizations. Microsoft’s Active Directory (AD) is a popular example.

How Wavecrest Products Interact with Active Directory

General. Wavecrest products' Groups and IDs import feature is optional functionality. It can be used in conjunction
with Active Directory to automatically:

* import relevant user information from the directory into the product’s Groups and IDs section.
* create a hierarchical Groups & IDs tree in the product.
* assign the IDs to the appropriate groups in the tree.

Once you have Active Directory configuration(s) set up, the import feature can also be used to manually import IDs
into the product immediately.

Caution. Using Active Directory to implement automated grouping is a powerful and efficient concept. However, for
the concept to be successful, the directory must have fields that contain appropriate employee-related information
needed by the product, e.g., user ID, full name (if used), immediate parent organization, etc. The fields must be
structured in a logical, hierarchical “chain of command” manner, and all groups and subgroups (i.e., organizational
units, or OUs) must have unique identifiers or labels. A unique identifier can be a department number or a
department name – or any other type of designation – so long as there are no duplicates in the assigned database
OU field. In large organizations where like functions in different locations may have the same name (e.g., “Sales” in
Germany, “Sales” in England, etc.), the name should be augmented with a prefix or suffix to provide differentiation.
For example, in this case, the two functions could be named “Ger.Sales” and “Eng.Sales.” Assignment of unique
department numbers to the various workgroups is also an effective solution. Most directories are already designed
in this hierarchically structured manner for related reasons, e.g., group policy administration, network security
administration, access control, etc. In such cases, the import feature will work smoothly and quickly.

For purposes of this discussion, we assume (a) the customer's Active Directory contains such information and (b)
"groups" will represent departments, divisions, etc. in a hierarchical organization.

Figure 1 below is a hypothetical illustration of such information.

UserID FullName member of member of member of member of
53801 Smith, John Accounting BuickMfg Domestic GeneralMotors
27498 Brown, Jane Sales ChevroletMfg Domestic GeneralMotors
41749 Doe, Oscar QualityControl CadillacMfg Domestic GeneralMotors
25998 Ray, Tom Accounting BuickMfg International GeneralMotors
37494 Gill, Ann Production ChevroletMfg International GeneralMotors
26487 Barr, Phil Engineering CadillacMfg International GeneralMotors

Figure 1. Example of Groups and IDs Information

Field Definitions. In this example, columns 1 and 2 are devoted to the individual employees, and columns 3 - 6
illustrate the departmental or organizational hierarchy. Column 3 is the lowest level in the hierarchy and is the
employee's immediate parent organization. Columns 4 through 6 represent increasingly higher levels in the
organizational hierarchy.
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Hierarchical Considerations. Figure 1 illustrates a hypothetical multi-tier case involving the maximum number of
hierarchical levels - four. Fewer columns can be used if fewer levels of hierarchy (or none at all) are needed.

For example, only three columns of data are mandatory for a two-level, IDs-only, no-full-names approach. One of
the three columns is used for some form of user ID, one for the users’ first-level parent(s), and one for
second-level parents. Such an approach would use columns 1, 3 and 4 in Figure 1.

Only two fields are mandatory for a single-tier approach. These are the columns that provide user ID and
immediate parent information. In Figure 1, these would be columns 1 and 3. However, two fields alone cannot
support a multi-tier approach or provide for full names in reports.

Column Numbers and Names. Wavecrest products don't require that the columns be positioned or named exactly
as shown in the example in Figure 1. As long as the proper types of information are provided, other left-to-right
positioning schemes and column names will also work.

Use of Full Name. Although Figure 1 shows full names as well as user IDs, the use of full names is optional.

User ID Considerations. In some cases, the customer's directory will be one that’s used in IT to control network
access. MS Active Directory is a good example. In such cases, the directory’s UserIDs will exactly match those
that Wavecrest products find in the network logfiles. However, it’s possible that a different type of LDAP-based
directory, e.g., one used for HR or payroll purposes, may be more suitable for Web-use management purposes. If
this is the case, it may identify employees differently than the access control directory does. For example, it may
use employee numbers or Social Security numbers to identify employees. In such cases, the customer may need
to insert another field in the "HR/Payroll" directory to duplicate the user IDs found in the access control directory.

Ensuring Compatibility Between the Product and the Directory. As mentioned above, in some cases for
grouping purposes, the information in the directory will already be appropriate. That is, the directory will contain
some form of user ID, and it may contain columns denoting the group to which each employee belongs and each
group's progressively higher organizational levels. If it doesn't, the customer can easily correct the situation by
inserting additional columns to fully accommodate the necessary information.

Implementing the Active Directory Import Process. Some or all of the employee-related information discussed
above and illustrated in figure 1 can be imported into the product on an automatic or manual basis. In both cases,
the Active Directory Setup wizard must first be used to configure your domain(s).

NOTE: A manual import will occur immediately upon clicking the link, placing the IDs into the groupings you
specify first using the Active Directory Setup wizard. During that setup, you have the option whether or not to
place any IDs into Ungrouped IDs. An automatic import will obtain Groups and IDs on a scheduled basis. If you
chose to manage your Groups and IDs "outside the product," i.e., at the directory source, all Groups and IDs will
be updated according to your directory source.  However, if you chose to manage Groups and IDs "inside the
product," only new IDs will be imported.

Using the Product's Active Directory Setup Wizard. In order to import Active Directory users and groups, you
must first use the Active Directory Setup wizard to configure your domain(s). After configuration is complete,
Groups and IDs can be imported automatically into the product on a scheduled basis every 24 hours. Each time
this occurs, the entire Groups and IDs "tree" in the product will be rebuilt according to the hierarchical structure
reflected in your specified Active Directory configuration if you chose to manage your Groups and IDs "outside the
product."  However, if you chose to manage them "inside the product," only new users will be imported.  For
step-by-step instructions of the wizard, see Section 2.2.1 on Importing Groups and IDs from Active Directory.

Manual Import. When a manual import occurs, IDs will be imported into the product immediately. The process will
import groups and IDs per your specified configuration. If you chose to manage your Groups and IDs "outside the
product," all Groups and IDs will be updated according to the directory source.  However, if you chose to manage
Groups and IDs "inside the product," only new IDs will be imported.
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Semi-automated Grouping Using a "Text File" Method

General. If Active Directory is not available, "Groups and IDs" information can be imported from any database or
spreadsheet that contains the proper data, i.e., user ID and organizational assignment information. Personnel
records in HR or payroll records in Finance may suffice. In brief, the data is exported from the source to an "import
file" in the Wavecrest product.

Methodology for Exporting the Data into the Import File. Listed below are the basic steps for creating an
import file and exporting the required data into it. The more complex steps are discussed in more detail later.

Select your data source (e.g., spreadsheet, database, table, etc.).1.

Ensure that the data source contains—as a minimum—a column for user ID, a column to accommodate an
optional “Full Name” for each ID, and at least one "parent" column. If the parents have higher-level parents,
additional columns will be needed. The columns do not need to be in any particular left-to-right order.

2.

Export the source data to the Wavecrest product as an Excel spreadsheet. Each row (record) in the
spreadsheet will represent one user ID.

3.

Save the spreadsheet as text to a file named …/wc/cf/db/import.cfg for Cyfin or /wc/cb/db/import.cfg for
CyBlock. This is the "import file."

4.

Confirm that the file has been imported properly and contains the correct items of information. Also note the
type of delimiter being used to separate the data items. The delimiter may be a comma or space, for
example.

5.

Restart the product. Once this is done the product's server automatically duplicates the imported group
structure and assigns the IDs to the correct groups.

6.

A Typical Import File. A typical import file will consist of the following columns:

* ID. ID is the Login Name to a proxy server, firewall, caching appliance, etc. It can also be an IP Address or a
domain name.
* Full Name (Optional). This is the ID’s full name, spelled out. This field/column is required, but if full names are
not to be used, it can simply be left empty (no character spaces please). See examples below. If this field is used,
then all reports will display the full name alongside the user’s IP Address or login name.
* Group Name. This is the name of the group (e.g., department) to which the ID is assigned, e.g., Sales,
Engineering, Accounting, etc.
* Parent Groups 2, 3 and 4 (Optional). These columns will contain the names of increasingly higher-level groups,
if applicable.

NOTE: These particular import file requirements are essentially the same as those discussed earlier for Active
Directory.

Configuring Wavecrest Products to Work with the Import File. After the import file is created, the
administrator needs to ensure that the product engine is configured to work with the data in the file. That is, the
administrator needs to "tell" the product (a) which piece of user information is in which column and (b) the type of
delimiter being used. This is done in the Advanced Settings - Groups and IDs - Import - Text File screen. The
process consists of a few simple data entries.  See Section 2.2.2 for detailed instructions on importing your text
file.
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EXAMPLES of Import Files. Some examples of import files are shown below. Although we use the vertical pipe
character as the delimiter in all of these examples, the delimiter can also be other acceptable characters, e.g.,
comma, space, etc.

1. The following example shows a typical group import file with login names, full names and group names.

smithj|Smith, Joe|Engineering
doej|Doe, John|Accounting
wilsonp|Wilson, Alvarez|Sales

2. The following example is Microsoft Proxy specific. Assume your organization has Microsoft domains set up for
each department. For this example assume there are three departments, each with its own Microsoft domain. The
Sales Department's domain is SALES, the Accounting Department's domain is ACCT, and the Engineering
Department's domain is ENG. The following group import file would result in separate reports for each department
or domain.

SALES*||Sales Department

ACCT*||Accounting Department
ENG*||Engineering Department

3. The following example illustrates a case in which full names are not used. Notice the two delimit-characters with
nothing in between. This tells the product that there is no full name.

smithj||Engineering
doej||Accounting
wilsonp||Sales

4. The following example fits an organization that does not authenticate users at a Proxy Server or a Firewall, but
has fixed IP Addresses and uses full names.

123.10.3.8|Meyers, Peter|Sales,New York
123.10.3.9|Ellen, Susan|Sales,California
9.2.3.8|Bene, Jorge|Sales,Brazil

5. The following example fits an organization that sub-classes an IP Address range for a region or district. In this
case, Full Names are not used. Notice the two delimit-characters; this tells the product that there is no full name.

34.5.224.*||Washington Elementary School
34.5.225.*||Adams Middle School
34.5.226.*||Grover High School

6. The following example demonstrates how to set up a group import file for an organization that uses domain
names for its workstations. In this case Full Names are not used. An example of full domains could be
joe.eng.NY.company.com.

*.eng.NY.company.com||Engineering-New York
*.eng.CA.company.com||Engineering-California
*.drafting.company.com||Drafting-Corporate Headquarters

7. The following example could be used for an organization that uses a department number as part of a login name.
For example, the Sales Department has a department number of 2001 and the Marketing Department has a
department number of 694. An example of login names for the Sales Department could be joe2001 and jim2001;
and the Marketing Department could have users sue694 and alice694.

*2001||Sales Department
*694||Marketing Department
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8. Suppose an Internet Service Provider (ISP) manages Internet activity for many small businesses. The following
example demonstrates an ISP configuration for delivering a grouped-report to each business.

45.23.190.*||Real Secure Systems
*.hotpeppers.com||Hot Peppers and More
123.45.48.*||Jacobs Manufacturing
88.1.2.*||The Graphic Arts Center
*.vbooks.com||Virtual Books, Inc.

Summary. As indicated earlier, once the Import File has been built and the administrator restarts the Wavecrest
product server, it finds the file automatically and begins to use its information. As a result, the server automatically
duplicates the imported group structure and assigns the IDs to the correct groups.

Manual Management of Groups and IDs

General. Manual management of Groups and IDs involves manually creating, moving, renaming, deleting, and
updating groups and IDs.

In this case the product administrator first configures a hierarchical organizational tree in the product. This is done
via screens found in the Advanced Settings/Groups and IDs Edit Links menu, which contains the options Add,
Move, and Delete. Typically, although not necessarily, the groups in a hierarchical structure consist of the various
departments and sub-departments within a company.

Configure and Populate the Groups. Once the design is complete, the administrator can configure it into the
product and assign users to the various groups, e.g., departments. He or she can perform both of these tasks in
the Advanced Settings/Groups and IDs screens by following the simple instructions for data entry. Once this is
done, the administrator (or other authorized individual) can then request reports.

Using a (high-level) Site Analysis Report to Import IDs

General. Wavecrest's products can run high-level reports such as Site Analysis without previously inputting the IDs
of the covered users. This approach automatically inputs IDs of users that were active during the specified
time-frame of the requested report. This approach has the added benefit of producing a very useful high-level
screening report while simultaneously entering applicable IDs into the product. All users imported in this manner are
placed into Ungrouped IDs.

Cautionary Note. To run a detailed User Audit report on a specific ID or IP address, the covered user's ID must
already be present within the product.

Methodology. Using the Reports/Manual menu, create and run a manual Site Analysis Report. As mentioned
above, this approach automatically inputs IDs of users that were active during the specified time-frame of the
requested report. The imported IDs will then remain in the product for subsequent use even after the Site Analysis
report is closed out. NOTE: If IDs have been previously inputted, running the Site Analysis report will only bring in
"new" IDs. These will be placed in the Ungrouped IDs group from where they can be moved to other defined
groups if such exist.
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Appendix B: Report Descriptions

High-level Summary Reports

1. Acceptable Visit Report

Features. This report depicts Web-use activity only within categories classified or rated as "Acceptable." By
category, it shows total number of visits made by individual users. Users are identified but individual sites are not.

Benefits. Management can quickly determine the amount of Acceptable activity. This can be done by individual
category or on a summary basis for all Acceptable categories.

2. All User Summary Report

Features. This is a tabularized report that depicts each user's activity from a high-level "acceptability" perspective.
For each user, this report shows the total number of visits that have been classified as "acceptable",
"unacceptable", and "neutral." Extraneous hits (banners,ads, etc.) are not counted. All users are listed, not just the
top 25. Individual sites visited are not shown.

Benefits. This reports presents management with a "quick-look" view of the number of acceptable and
unacceptable visits made by each individual user.

3. Legal Liability Report

Features. This report contains only Legal Liability Web activity. Only visits to the Cults, Drugs, Gambling, Hate and
Crime, Pornography, and Public Proxy categories are presented. Information is presented by category and by
individual user. Individual sites are not separately identified.

Benefits. As indicated above, only "Legal Liability" Web-use is presented. This means that smaller, more focused
reports are available to facilitate analyses, investigations and audits related to legal liability issues.

4. Neutral Visit Report

Features. This report provides Web-use only for categories classified as "Neutral."

Benefits. Management can quickly determine the level and type of "Neutral" activity.

5. Site Analysis Report

Features. This report depicts the same Web site visits three different ways:

Total visits by classification (acceptable, unacceptable)
Total visits by category (shopping, pornography, etc.)
Total visits by user, per category (Note: Individual sites are not identified in this report.)

Benefits. The Site Analysis report looks at the same visits from three different perspectives, i.e., "acceptability",
"category volume", and "user visits within categories". It can be used by all levels of management and by network
administrators to perform audits and analyses of activity in either broad or focused areas.

6. Top Users Report

Features. This report lists the top users by visits, hits, and bytes read.  If Abuse Thresholding is enabled, it will
also show the user names that go over the threshold settings.

Benefits. This report can be used by administrators to get a quick, summarized look at Internet activity on the
network.  It lists the users with the highest volume of activity, be it acceptable or otherwise.
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7. Unacceptable Visit Report

Features. This report depicts Unacceptable activity only. It does this in several ways. The report first provides an
uncategorized total of visits to Unacceptable sites. It also provides a section, subdivided by category, that lists
each individual visitor and the number of visits that each made within each category. The report depicts Web
activity consisting of visits to sites in categories classified as "Unacceptable."

Benefits. This type of report supports "Management by Exception" techniques. That is, the report itself analyzes
the activity and presents management with only the "unacceptable" visits.

Detail Audit Reports

8. Category Audit Detail Report

Features. This report is similar to the "User Audit Detail" report. However, it focuses on a single category instead
of a single user. That is, it provides a detailed analysis of all covered users' Web activity in a particular category
that you select, e.g., pornography. All URLs, including sub-pages as well as home pages (sites), are sorted by
user.

Benefits. This report is very useful for identifying the most active users (and the most heavily visited sites and
pages) in a selected category. This makes it an excellent tool for conducting detailed audits and investigations of
possible misuse of Web-access resources.

9. Category Audit Summary Report

Features. This report is similar to the "User Audit Summary" report.  However, instead of analyzing a particular
user's activity, it provides a synopsized audit on a particular category.   Web sites are NOT sorted by user in this
report.  Only URLs are displayed.

Benefits. This report is very useful for quick-look determination of whether or not Web-access abuse is taking
place in a particular category, e.g., pornography. If the information tells you that a true problem exists, you can drill
down deeper and pinpoint the source via a Category Audit Detail Report or a User Audit Detail Report.

10. Site Audit Detail Report

Features.  This report focuses on specified Web site(s) by either hits or visits.  Every hit or visit made to the
specified URL(s) are listed separately by user.  Hits or visits are listed chronologically by date and time. 
Information included for each hit or visit consists of the user, category and full URL.

Benefits.  Management has a complete yet concise view of all users that visited the specified Web site(s).  This
information can be used for personnel appraisal purposes, usage audits, etc.

11. User Audit Detail Report

Features. This report focuses on a single user. Every visit made by the user is listed separately in the main body
of the report. Visits are listed chronologically by date and time. Information included for each visit consists of the
site's category and full URL. A summary total of visits by category is also provided.

Benefits. Management has a concise but complete view of every URL the user has clicked. This information can
be used for personnel appraisal purposes, usage audits, etc.

12. User Audit Summary Report

Features. This report lists all the Web sites visited by a single user during the reporting period. The report
indicates each listed site's category and the number of visits made to it. A hyperlink to each site is provided to
facilitate further review by management.

Benefits. Management is provided with reliable information to use in evaluating an individual user's Web activity.
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Additional Management Reports

13. Custom Categories Report

Features. This report depicts Web-use in Custom Categories only (if configured). That is, it shows which users
visited which custom categories. It does not identify individual sites.

Benefits. This report provides very reliable Web-use information focused strictly on subjects of specific interest to
the enterprise, specified by the enterprise itself. For example, management can use this information to determine if
users are properly using particular Intranet sites, HR sites, supplier sites, customer sites, etc.

14. Denied Visits Report

Features. By category, this report shows which users were denied access to Web sites or a page on a Web site.
Individual users are identified but specific sites are not. Each attempt is displayed in the category attempted.
"Denied" attempts for a Web page can signify the user may not be authorized to receive the page, the page may
not have been found by the Web server or the page may have been blocked for access.

Benefits. If blocking at the proxy is used, this report can verify that it's working. It also indicates the number and
type of blocked attempts. This report is a very useful supplementary tool for individual user audits.

15. Network Information Report

Features. This report depicts total visits per category, hourly total visits and total kilobytes read. No individual IDs
or sites are identified in this report. It also shows download times (see definition in appendix to report).

Benefits. This report is a powerful tool for Network Administrators. It serves as a valuable aid for managing
bandwidth utilization.

16. Site Analysis Bandwidth Report

Features. Similar in structure to "Site Analysis" report, this report focuses on bandwidth consumption instead of
visits. It breaks down bandwidth usage first by acceptability classification, then by category within each
classification, and then by user within each category.

Benefits. This report provides IT personnel with a comprehensive, categorized picture of how and when
Web-access is being used, and it does so while identifying the most active users in each category. This depiction is
very helpful for managing bandwidth usage and advising management on corrective action measures.

17. Top Bandwidth Sites Report

Features. This report shows, by kilobytes, category and actual URL, the top bandwidth-consuming site visits made
during the reporting period by the selected group.  Each site's category is shown alongside the kilobyte
consumption for the site.   The list is sorted in descending numerical order by the highest bandwidth consumption;
this enables quick determination of site effect on bandwidth.  Individual user ID's are not shown on this report. 
Hyperlinks to all visited Web sites are provided to facilitate further analysis.

Benefits. This report gives you a quick view of the top Web sites consuming the most bandwidth in your network
during the reporting period.

18. Top Web Sites Report

Features. This report shows, by Web site, the number of visits made during the reporting period by the selected
group. Each site's category is shown alongside the number of visits made. The list is sorted in descending
numerical order by the number of visits; this enables quick determination of site "popularity." Individual user ID's are
not shown on this report. Hyperlinks to all visited Web sites are provided to facilitate further analysis.

Benefits. This report "highlights" the Web sites that were visited most by the audited group during the reporting
period.
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19. Top Non-Categorized Sites Report

Features. This report shows all unidentified hit activity, i.e., all URLs that were routed to the "Other" category. This
is the only report that includes ALL activity, not just bona fide visits. Therefore, the report reflects all "extraneous"
images, banners, ads, multimedia items, etc., as well as bona fide visits. For each URL listed, the report shows the
number of hits and the full domain name. Individual user ID's are not shown. The list is sorted in descending
numerical order by number of hits. Hyperlinks to all web sites are also provided.

Benefits. This report can be used by administrators to help identify any intranet sites that perhaps should be
added to a "Company Intranet" custom category. A further benefit can be derived from this report by sending it to
Sites@wavecrest.net for research by the Wavecrest staff. Upon receipt, the staff will identify, research and
categorize the "Other" URL's and incorporate them into the Wavecrest® URL List. Inclusion of these URL's in the
Wavecrest® URL List will greatly improve future reports.
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Appendix C: Glossary of Terms

Abuse.  A level of Web use in a designated content category that is unacceptable to the customer's organization. 
Automatic abuse-detection is an optional feature within this product's reporting system.  It is based on customer-
specified criteria, i.e., a specified number of visits in a 24-hour period.  If abuse-detection is chosen, the customer
decides which categories to monitor and the levels (thresholds) at which usage becomes abusive.  (See also
Abuse Thresholds)

Abuse Thresholds.  The levels at which Web usage becomes abusive within designated categories.  Abuse
Thresholds are set by the customer's organization on the basis of its Web access policy or guidelines.  The
numeric threshold refers to a specified number of visits allowable within a 24-hour day.  Refer to Visit and Hit
definitions to get a better understanding.

Acceptable Use Policy (AUP).  A customer's set of guidelines and restrictions governing employees' access to the
Internet and/or organizational intranets and extranets.

Access Accounts.  Accounts that grant access to the product for functional or administrative purposes.  Two
types of accounts are available:  Administrator and Operator.  Administrators have full access to all functional and
administrative features.  Operators can only create and retrieve reports.

Attributes.  Configurable "settings" and/or "features" within the product that perform specific Web policy support
and report preference functions.  (See also Web Policy Support and Report Preferences)

Category.  A set of URLs with similar content.  Examples include shopping, sports, pornography, entertainment,
financial, etc.

Classification.  An "appropriateness" rating assigned to a category, i.e., Acceptable, Unacceptable or Neutral. 
Customers specify the classifications.

Denied.  A term that refers to a failed attempt to access a Web site.  For the most part this occurs because the
user is not authorized to access the site, i.e., his access has been “blocked.”   However, a “denied” indication can
also be caused by technical anomalies, e.g., “page not found by server,” etc.

Domain.  A “name” that is part of a URL (Web page address).  More readable and memorable than a numerical
address.  An example is www.amazon.com.

Download Time.  Approximate or average time for a Web page to load in the browser, i.e., the time span between
when a user clicks on a hyperlink and the page loads in the browser.  As used in this product's reports, Download
Time is derived by multiplying (a) the smallest average amount of time required to download a typical Web page by
(b) the number of visits.  Please note that it is not possible to calculate the amount of time a user was on-line or
viewing a particular page.  Our Download Time approach is intended to indicate the minimum amount of time the
user was on the Web.  This should not be the primary data point on which to establish abuse.  We suggest you use
the visit count (total visits); this is a more accurate indicator of abuse.  (See definition of Visit for more detail.)

NOTE:  The default used in the product for Download Time is set to 3 seconds.  This can be
changed if desired.  Please contact Wavecrest Support for details.

Enterprise.  A term that denotes the total set of users covered by this product.  If the total set is organized by the
customer into a hierarchy of groups for more segmented or differentiated coverage, the term “enterprise” refers to
the top level of the hierarchy.
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Group.  A collection of users who share a common characteristic.  In one example, the users in a group all belong
to a particular department of an organization or company.  The department name or number is the common
characteristic.  Groups can be based on a number of different characteristics, such as:  organizational assignment,
work location, job classification, mission or project assignment, etc.  A "group" can consist of many users, or it can
consist of only one user.  In this product, groups are assigned names for identification purposes; if the group is a
single user, his or her ID is the group name.

NOTE:  Any group created in the product must contain at least one user.  If it does not, the group
will not appear the next time the product is opened.

Hit.  A typical Web page is made up of many different elements (i.e., text, images, banner ads, audio, flash, etc.). 
When you click on a URL and a Web page is being loaded in your browser, each of those elements is downloaded
separately.  As a result, clicking on a single URL can generate multiple logfile entries, one for each element
downloaded.  Each of these “downloads” represents a “hit.”   On average, 70% of all hits are elements
downloaded as a result of a user clicking on a hyperlink.  Put another way, a hit count represents all elements
downloaded during a user’s session, but this has no direct correlation to the number of Web pages the user
actually requested or visited.  To present the most accurate representation of the level of human Web-use activity,
this product distinguishes extraneous hits from actual clicks, i.e., visits.  (Please refer to the definition of Visit for
more information on this subject)

ID.  A login name or IP address that this product uses to identify users.

Import Data.  As used in current versions of this product and its documentation, the term Import Data refers to the
product's optional-use "internal database" which, when enabled, can automatically retrieve and store logfile
information in a more compressed and organized format.  The chief advantage of this approach is greatly reduced
report-generation time, compared to report-generation processes that read logfiles directly.

LDAP.  Lightweight Directory Access Protocol (LDAP).  An interoperability standard for deploying directory-based
applications and solutions.  As used in this product and its documentation, the term LDAP generally refers to the
product's ability to import user ID information automatically and manually from an LDAP-based directory, e.g.,
Microsoft's Active Directory (AD).

List.  Wavecrest URL List.  Also sometimes referred to as a “control list,” the Wavecrest URL list is an updatable
categorized database of Web site URLs that is built into Wavecrest products.  The product compares the URLs of
visit attempts with the URLs in the list in order to categorize actual or attempted visits to Web sites.  (See definition
of Category)

Operator.  A product user that has been granted a limited-access Operator account.  Operators can create and
retrieve Web-use reports but they cannot make administrative setup or configuration changes. Setup and
configuration functions are limited to individuals that have been granted Administrator accounts.

Policy Settings.  Modifiable settings that govern how this product is applied to users or groups of users and how it
displays information in reports.  Examples of these settings include: Category Classification, Abuse Thresholds,
Display Categories, and Maximum IDs.  Another example of a Policy Setting is the Block Categories setting in our
filtering products.  See also Report Preferences.

Report Preferences.  Several customizable attributes within the product that help to streamline reports and dictate
where they are sent or saved.  Examples of these attributes include: Language, Full Name, Email Address, and
Save Directory.
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Ungrouped IDs.  A hard-coded subfolder within the product's Groups and IDs feature.  The subfolder is called the
"Ungrouped IDs" group.  It can be used to store user ID information.  If the customer doesn't set up a customized
user-grouping structure, all users can be placed in the Ungrouped IDs group and simply left there—in which case it
serves as the main ID storage area.  On the other hand, if the customer sets up his own user-grouping structure,
Ungrouped IDs can be used as a holding area for user IDs until they can be moved into the proper groups.

The Ungrouped IDs group can be populated with IDs in several ways:

By Running Reports.  When high-level reports such as Site Analysis are run, IDs that are found in the logfiles
for the requested time-frame are automatically assigned to Ungrouped IDs.
Via Automatic Imports.  Ungrouped IDs can be populated during automated ID import processes if the
customer has not set up a grouping scheme.  (If a grouping scheme has been created, the IDs are imported
into their assigned specific groups.)
Manually.  The Ungrouped IDs group can be populated manually.

NOTE:  Low-level reports such as User Audit Detail, which cover a single user, cannot be created unless
the user’s ID has been assigned to a group.  Consequently, if the ID is not in a customer-created group, it
must be in the Ungrouped IDs group.

URL.  Universal Resource Locator.  The full address of a Web page.  Includes protocol designator (e.g., http),
domain name (e.g., www.amazon.com), and directory or file name (e.g., /index.html).

User.  A computer user whose access to Internet and intranet Web sites is monitored by this product.  For
reporting and/or filtering purposes, the user's ID must be available to the product via logfiles or other means, e.g.,
importation from an LDAP-based directory or a manual entry process. 

VIP Group.  A built-in group that is used by administrators to exclude certain individuals (VIPs) from reports. 
When an ID is assigned to this group, his or her Web-use activity will not appear in reports.

Visit.  The act of clicking on a URL or hyperlink to request that a Web page or other object be downloaded.  The
typical Web page contains many different elements that are downloaded separately.  (Refer to Hit for complete
understanding.)  To gauge the level of Web-use activity, this product emphasizes Visit counts.  Unlike Hits, “Visits”
counts how many Web pages a user actually requested, not all the elements downloaded as a result of those
requests.  Put another way, a hit count represents all elements downloaded during a user’s session, but this has no
direct correlation to the number of Web pages the user actually visited or attempted to visit.  In sum, to present the
most accurate representation of the level of Web-use activity, this product distinguishes between extraneous hits
and actual clicks.  Furthermore, this product has an optional visit filter that is enabled by default.

Visit Filter.  Feature which further differentiates between actual visits and hits, making for a more accurate
depiction of visits.  The visit filter is enabled by default, but it can be disabled upon request.

Web Policy.  A term that is synonymous with AUP (Acceptable Use Policy).  See also Web Policy Support.

Web Policy Support.  Web policy support refers to how this product helps enforce an organization's AUP
(Acceptable Use Policy).  Some of the attributes that help to accomplish this include: Category Classification, Edit
URLs, Name Custom and Abuse Thresholds.

NOTE: An additional example in our filtering products is the Block Categories setting.

XML.  Extensible Markup Language.  A widely used interoperability standard.  As used in earlier versions of this
product and its documentation, the term XML generally refers to the product's optional-use "Data Manager " which,
when enabled, can automatically retrieve and store logfile information in XML format.  The chief advantage of this
approach is greatly reduced report-generation time, compared to report-generation processes that read logfiles
directly.
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