




7. Unacceptable Visit Report

Features. This report depicts Unacceptable activity only. It does this in several ways. The report first provides an
uncategorized total of visits to Unacceptable sites. It also provides a section, subdivided by category, that lists
each individual visitor and the number of visits that each made within each category. The report depicts Web
activity consisting of visits to sites in categories classified as "Unacceptable."

Benefits. This type of report supports "Management by Exception" techniques. That is, the report itself analyzes
the activity and presents management with only the "unacceptable" visits.

Detail Audit Reports

8. Category Audit Detail Report

Features. This report is similar to the "User Audit Detail" report. However, it focuses on a single category instead
of a single user. That is, it provides a detailed analysis of all covered users' Web activity in a particular category
that you select, e.g., pornography. All URLs, including sub-pages as well as home pages (sites), are sorted by
user.

Benefits. This report is very useful for identifying the most active users (and the most heavily visited sites and
pages) in a selected category. This makes it an excellent tool for conducting detailed audits and investigations of
possible misuse of Web-access resources.

9. Category Audit Summary Report

Features. This report is similar to the "User Audit Summary" report.  However, instead of analyzing a particular
user's activity, it provides a synopsized audit on a particular category.   Web sites are NOT sorted by user in this
report.  Only URLs are displayed.

Benefits. This report is very useful for quick-look determination of whether or not Web-access abuse is taking
place in a particular category, e.g., pornography. If the information tells you that a true problem exists, you can drill
down deeper and pinpoint the source via a Category Audit Detail Report or a User Audit Detail Report.

10. Site Audit Detail Report

Features.  This report focuses on specified Web site(s) by either hits or visits.  Every hit or visit made to the
specified URL(s) are listed separately by user.  Hits or visits are listed chronologically by date and time. 
Information included for each hit or visit consists of the user, category and full URL.

Benefits.  Management has a complete yet concise view of all users that visited the specified Web site(s).  This
information can be used for personnel appraisal purposes, usage audits, etc.

11. User Audit Detail Report

Features. This report focuses on a single user. Every visit made by the user is listed separately in the main body
of the report. Visits are listed chronologically by date and time. Information included for each visit consists of the
site's category and full URL. A summary total of visits by category is also provided.

Benefits. Management has a concise but complete view of every URL the user has clicked. This information can
be used for personnel appraisal purposes, usage audits, etc.

12. User Audit Summary Report

Features. This report lists all the Web sites visited by a single user during the reporting period. The report
indicates each listed site's category and the number of visits made to it. A hyperlink to each site is provided to
facilitate further review by management.

Benefits. Management is provided with reliable information to use in evaluating an individual user's Web activity.
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Additional Management Reports

13. Custom Categories Report

Features. This report depicts Web-use in Custom Categories only (if configured). That is, it shows which users
visited which custom categories. It does not identify individual sites.

Benefits. This report provides very reliable Web-use information focused strictly on subjects of specific interest to
the enterprise, specified by the enterprise itself. For example, management can use this information to determine if
users are properly using particular Intranet sites, HR sites, supplier sites, customer sites, etc.

14. Denied Visits Report

Features. By category, this report shows which users were denied access to Web sites or a page on a Web site.
Individual users are identified but specific sites are not. Each attempt is displayed in the category attempted.
"Denied" attempts for a Web page can signify the user may not be authorized to receive the page, the page may
not have been found by the Web server or the page may have been blocked for access.

Benefits. If blocking at the proxy is used, this report can verify that it's working. It also indicates the number and
type of blocked attempts. This report is a very useful supplementary tool for individual user audits.

15. Network Information Report

Features. This report depicts total visits per category, hourly total visits and total kilobytes read. No individual IDs
or sites are identified in this report. It also shows download times (see definition in appendix to report).

Benefits. This report is a powerful tool for Network Administrators. It serves as a valuable aid for managing
bandwidth utilization.

16. Site Analysis Bandwidth Report

Features. Similar in structure to "Site Analysis" report, this report focuses on bandwidth consumption instead of
visits. It breaks down bandwidth usage first by acceptability classification, then by category within each
classification, and then by user within each category.

Benefits. This report provides IT personnel with a comprehensive, categorized picture of how and when
Web-access is being used, and it does so while identifying the most active users in each category. This depiction is
very helpful for managing bandwidth usage and advising management on corrective action measures.

17. Top Bandwidth Sites Report

Features. This report shows, by kilobytes, category and actual URL, the top bandwidth-consuming site visits
made during the reporting period by the selected group.  Each site's category is shown alongside the kilobyte
consumption for the site.   The list is sorted in descending numerical order by the highest bandwidth consumption;
this enables quick determination of site effect on bandwidth.  Individual user ID's are not shown on this report. 
Hyperlinks to all visited Web sites are provided to facilitate further analysis.

Benefits. This report gives you a quick view of the top Web sites consuming the most bandwidth in your network
during the reporting period.

18. Top Web Sites Report

Features. This report shows, by Web site, the number of visits made during the reporting period by the selected
group. Each site's category is shown alongside the number of visits made. The list is sorted in descending
numerical order by the number of visits; this enables quick determination of site "popularity." Individual user ID's are
not shown on this report. Hyperlinks to all visited Web sites are provided to facilitate further analysis.

Benefits. This report "highlights" the Web sites that were visited most by the audited group during the reporting
period.
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19. Top Non-Categorized Sites Report

Features. This report shows all unidentified hit activity, i.e., all URLs that were routed to the "Other" category.
This is the only report that includes ALL activity, not just bona fide visits. Therefore, the report reflects all
"extraneous" images, banners, ads, multimedia items, etc., as well as bona fide visits. For each URL listed, the
report shows the number of hits and the full domain name. Individual user ID's are not shown. The list is sorted in
descending numerical order by number of hits. Hyperlinks to all web sites are also provided.

Benefits. This report can be used by administrators to help identify any intranet sites that perhaps should be
added to a "Company Intranet" custom category. A further benefit can be derived from this report by sending it to
Sites@wavecrest.net for research by the Wavecrest staff. Upon receipt, the staff will identify, research and
categorize the "Other" URL's and incorporate them into the Wavecrest® URL List. Inclusion of these URL's in the
Wavecrest® URL List will greatly improve future reports.
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Abuse.  A level of Web use in a designated content category that is unacceptable to the customer's organization. 
Automatic abuse-detection is an optional feature within this product's reporting system.  It is based on customer-
specified criteria, i.e., a specified number of visits in a 24-hour period.  If abuse-detection is chosen, the customer
decides which categories to monitor and the levels (thresholds) at which usage becomes abusive.  (See also
Abuse Thresholds)

Abuse Thresholds.  The levels at which Web usage becomes abusive within designated categories.  Abuse
Thresholds are set by the customer's organization on the basis of its Web access policy or guidelines.  The
numeric threshold refers to a specified number of visits allowable within a 24-hour day.  Refer to Visit and Hit
definitions to get a better understanding.

Acceptable Use Policy (AUP).  A customer's set of guidelines and restrictions governing employees' access to
the Internet and/or organizational intranets and extranets.

Access Accounts.  Accounts that grant access to the product for functional or administrative purposes.  Two
types of accounts are available:  Administrator and Operator.  Administrators have full access to all functional and
administrative features.  Operators can only create and retrieve reports.

Attributes.  Configurable "settings" and/or "features" within the product that perform specific Web policy support
and report preference functions.  (See also Web Policy Support and Report Preferences)

Category.  A set of URLs with similar content.  Examples include shopping, sports, pornography, entertainment,
financial, etc.

Classification.  An "appropriateness" rating assigned to a category, i.e., Acceptable, Unacceptable or Neutral. 
Customers specify the classifications.

Denied.  A term that refers to a failed attempt to access a Web site.  For the most part this occurs because the
user is not authorized to access the site, i.e., his access has been “blocked.”   However, a “denied” indication can
also be caused by technical anomalies, e.g., “page not found by server,” etc.

Domain.  A “name” that is part of a URL (Web page address).  More readable and memorable than a numerical
address.  An example is www.amazon.com.

Download Time.  Approximate or average time for a Web page to load in the browser, i.e., the time span
between when a user clicks on a hyperlink and the page loads in the browser.  As used in this product's reports,
Download Time is derived by multiplying (a) the smallest average amount of time required to download a typical
Web page by (b) the number of visits.  Please note that it is not possible to calculate the amount of time a user
was on-line or viewing a particular page.  Our Download Time approach is intended to indicate the minimum
amount of time the user was on the Web.  This should not be the primary data point on which to establish abuse. 
We suggest you use the visit count (total visits); this is a more accurate indicator of abuse.  (See definition of Visit
for more detail.)

NOTE:  The default used in the product for Download Time is set to 3 seconds.  This can be
changed if desired.  Please contact Wavecrest Support for details.

Enterprise.  A term that denotes the total set of users covered by this product.  If the total set is organized by the
customer into a hierarchy of groups for more segmented or differentiated coverage, the term “enterprise” refers to
the top level of the hierarchy.

© Copyright 1996-2009 Wavecrest Computing. All rights reserved. 141



Group.  A collection of users who share a common characteristic.  In one example, the users in a group all belong
to a particular department of an organization or company.  The department name or number is the common
characteristic.  Groups can be based on a number of different characteristics, such as:  organizational assignment,
work location, job classification, mission or project assignment, etc.  A "group" can consist of many users, or it can
consist of only one user.  In this product, groups are assigned names for identification purposes; if the group is a
single user, his or her ID is the group name.

NOTE:  Any group created in the product must contain at least one user.  If it does not, the group
will not appear the next time the product is opened.

Hit.  A typical Web page is made up of many different elements (i.e., text, images, banner ads, audio, flash, etc.). 
When you click on a URL and a Web page is being loaded in your browser, each of those elements is downloaded
separately.  As a result, clicking on a single URL can generate multiple logfile entries, one for each element
downloaded.  Each of these “downloads” represents a “hit.”   On average, 70% of all hits are elements
downloaded as a result of a user clicking on a hyperlink.  Put another way, a hit count represents all elements
downloaded during a user’s session, but this has no direct correlation to the number of Web pages the user
actually requested or visited.  To present the most accurate representation of the level of human Web-use activity,
this product distinguishes extraneous hits from actual clicks, i.e., visits.  (Please refer to the definition of Visit for
more information on this subject)

ID.  A login name or IP address that this product uses to identify users.

Import Data.  As used in current versions of this product and its documentation, the term Import Data refers to
the product's optional-use "internal database" which, when enabled, can automatically retrieve and store logfile
information in a more compressed and organized format.  The chief advantage of this approach is greatly reduced
report-generation time, compared to report-generation processes that read logfiles directly.

LDAP.  Lightweight Directory Access Protocol (LDAP).  An interoperability standard for deploying directory-based
applications and solutions.  As used in this product and its documentation, the term LDAP generally refers to the
product's ability to import user ID information automatically and manually from an LDAP-based directory, e.g.,
Microsoft's Active Directory (AD).

List.  Wavecrest URL List.  Also sometimes referred to as a “control list,” the Wavecrest URL list is an updatable
categorized database of Web site URLs that is built into Wavecrest products.  The product compares the URLs of
visit attempts with the URLs in the list in order to categorize actual or attempted visits to Web sites.  (See definition
of Category)

Operator.  A product user that has been granted a limited-access Operator account.  Operators can create and
retrieve Web-use reports but they cannot make administrative setup or configuration changes. Setup and
configuration functions are limited to individuals that have been granted Administrator accounts.

Policy Settings.  Modifiable settings that govern how this product is applied to users or groups of users and how
it displays information in reports.  Examples of these settings include: Category Classification, Abuse Thresholds,
Display Categories, and Maximum IDs.  Another example of a Policy Setting is the Block Categories setting in our
filtering products.  See also Report Preferences.

Report Preferences.  Several customizable attributes within the product that help to streamline reports and
dictate where they are sent or saved.  Examples of these attributes include: Language, Full Name, Email Address,
and Save Directory.
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Ungrouped IDs.  A hard-coded subfolder within the product's Groups and IDs feature.  The subfolder is called
the "Ungrouped IDs" group.  It can be used to store user ID information.  If the customer doesn't set up a
customized user-grouping structure, all users can be placed in the Ungrouped IDs group and simply left there—in
which case it serves as the main ID storage area.  On the other hand, if the customer sets up his own
user-grouping structure, Ungrouped IDs can be used as a holding area for user IDs until they can be moved into the
proper groups.

The Ungrouped IDs group can be populated with IDs in several ways:

By Running Reports.  When high-level reports such as Site Analysis are run, IDs that are found in the logfiles
for the requested time-frame are automatically assigned to Ungrouped IDs.
Via Automatic Imports.  Ungrouped IDs can be populated during automated ID import processes if the
customer has not set up a grouping scheme.  (If a grouping scheme has been created, the IDs are imported
into their assigned specific groups.)
Manually.  The Ungrouped IDs group can be populated manually.

NOTE:  Low-level reports such as User Audit Detail, which cover a single user, cannot be created unless
the user’s ID has been assigned to a group.  Consequently, if the ID is not in a customer-created group, it
must be in the Ungrouped IDs group.

URL.  Universal Resource Locator.  The full address of a Web page.  Includes protocol designator (e.g., http),
domain name (e.g., www.amazon.com), and directory or file name (e.g., /index.html).

User.  A computer user whose access to Internet and intranet Web sites is monitored by this product.  For
reporting and/or filtering purposes, the user's ID must be available to the product via logfiles or other means, e.g.,
importation from an LDAP-based directory or a manual entry process. 

VIP Group.  A built-in group that is used by administrators to exclude certain individuals (VIPs) from reports. 
When an ID is assigned to this group, his or her Web-use activity will not appear in reports.

Visit.  The act of clicking on a URL or hyperlink to request that a Web page or other object be downloaded.  The
typical Web page contains many different elements that are downloaded separately.  (Refer to Hit for complete
understanding.)  To gauge the level of Web-use activity, this product emphasizes Visit counts.  Unlike Hits, “Visits”
counts how many Web pages a user actually requested, not all the elements downloaded as a result of those
requests.  Put another way, a hit count represents all elements downloaded during a user’s session, but this has no
direct correlation to the number of Web pages the user actually visited or attempted to visit.  In sum, to present the
most accurate representation of the level of Web-use activity, this product distinguishes between extraneous hits
and actual clicks.  Furthermore, this product has an optional visit filter that is enabled by default.

Visit Filter.  Feature which further differentiates between actual visits and hits, making for a more accurate
depiction of visits.  The visit filter is enabled by default, but it can be disabled upon request.

Web Policy.  A term that is synonymous with AUP (Acceptable Use Policy).  See also Web Policy Support.

Web Policy Support.  Web policy support refers to how this product helps enforce an organization's AUP
(Acceptable Use Policy).  Some of the attributes that help to accomplish this include: Category Classification, Edit
URLs, Name Custom and Abuse Thresholds.

NOTE: An additional example in our filtering products is the Block Categories setting.

XML.  Extensible Markup Language.  A widely used interoperability standard.  As used in earlier versions of this
product and its documentation, the term XML generally refers to the product's optional-use "Data Manager " which,
when enabled, can automatically retrieve and store logfile information in XML format.  The chief advantage of this
approach is greatly reduced report-generation time, compared to report-generation processes that read logfiles
directly.
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