


5.4.2.4 Classification

1. Go to Trend - Classifications. When this screen opens, a chart will automatically load showing you
Unacceptable Visits for the Last 7 Days.

To change the Classification, use the pull-down menu to make your selection.
Use the Metrics pull-down to change the metric you are viewing. You can view data by visits, hits or bytes.

Use the Timeframes pull-down to change the timeframe.

o M w DN

In the Comparison Options section, you can select to compare acceptable, unacceptable and neutral
classifications by simply clicking the corresponding check boxes.



5.5 Run a High-level Summary Report

High-level reports give summarized information on employee Web use. They give you the information needed to
locate problem areas, but do not drill down to show the actual URLs visited. Our detail audit (or low-level) reports,
discussed later, give full URLs.

This section covers how to run a Site Analysis report, one of the more popular high-level reports. This report
depicts the same Web site visits in three different ways:

m Total visits by ‘acceptability’ classification (acceptable, unacceptable, neutral)
m Total visits by content category (shopping, pornography, etc.)
= Total visits by user, per category.

NOTE: For descriptions of all high-level reports, please see Appendix B.

As indicated above, for purposes of this manual, we will select Site Analysis, but these instructions will work for
any high-level report you wish to run.

1. Go to Reports - Manual in the Cyfin Reporter interface, and click on the high-level report that you would
like to run.

Reports - Manual - Site Analysis

Settings
Report Delivery: Wait For Report -
Report Type: Fead-Only
ID Type: Login/IP -
ID Presentation: |:| Anonymous IDs
Abuse Thresholding: @ pizable ' Enable
Timeframe

Yesterday -
e.g. Aug 16, 2005 12:00:00 AM -to- Aug 18, 20059 11:55:55 PM

Groups and IDs
78 selected Groups @ Selected IDs

Enterprise

| Submt ||  Resst |

2. For Report Delivery, use the pull-down arrow to choose how the report will be delivered. You can choose
to wait for the report, have it emailed, or saved to a directory.

3. Select the Report Type: Interactive or Read-only. (Read more about Interactive reports below.)
NOTE: Interactive reports can only be run against data imported into the Wavecrest Database. They can
not be used when running reports against the raw logfiles. For steps on how to use the Wavecrest
Database and its advantages, see Section 3.

4. Choose the ID Type to be displayed.

5. For ID Presentation in the report, you can choose to display IDs anonymously. Check the Anonymous
IDs checkbox to do so.

6. If you have set Abuse Thresholding and want it to display on the report, click the Enable radio button.

7. Choose the Timeframe for your report. Use the pull-down to select either a predefined timeframe, or select
Custom and set a Start Date/Time and Stop Date/Time.

8. Select the Group(s) and ID(s) that you wish to show in the report.
9. Click Submit to run the report.



10. If you selected Enter other Email to Receive Report(s) or Select Other Directory to Save Report(s) in the
Report Delivery field, you will see a popup screen with a text box to type in the email address or directory
path. In this case, enter the information, click Submit, and the report will run.

Below is an example of a Site Analysis report.

Report Highlights

Description Information

Time Te Create Report 00:00:41
Data Source Logs
Total Bytez Read For Report 67,875,670
Total Records Read For Report/Mot Uzed 455,191 / 462 814
Total ID= With Visits 38
Total Visit= 457
Total Kilobytes 26,194

Total Records With Errors 3,609

Total Denied Visitz 55

Visits By Classification

Classification Name Download Time  Visits %0 225 457

Unacceptable 2251 457 100% [ | 457

Acceptable 200 0 0%fjo

Meutral :00 0 0%fo

Totals 2251 457

Visits By Category

Category Hame Download Time Visits % 0 160 M
1.Pornography (Unacceptable) 16:03 321 T0% | 321
2.Gambling (Unacceptable) 5438 116 25% 116
3.Hate and Crime (Unacceptable) 1:00 20 4% 20

Totals 2251 457

Top Users or Workstations Activity

ID Hame Download Time Visits % 0 64 128
1.clark 6:24 128 28% 128




5.6 Run a Detail Audit Report

Detail Audit reports (or low-level reports) are designed to give detailed information on individual employees’ Web
use. These reports show the actual URLs visited.

This section provides instructions for running a User Audit Detail report, one of the more popular drill-down reports.
A User Audit Detail report focuses on a single user. Every visit made by the user is listed separately in the main
body of the report, and visits are listed chronologically by date and time.

NOTE: For descriptions of all Detail Audit reports, see Appendix B.

As indicated above, for purposes of this manual, we will use User Audit Detail, but these instructions will work for
any detail audit report you wish to run.

1. Go to Reports — Manual in the Cyfin Reporter interface, and click on the detail audit report you wish to run.

Reports - Manual - User Audit Detail

EEttiI'IgS
Report Delivery: Wait For Report -
Report Type: Interactive
ID Type: Login/1P -
Abuse Thresholding: @ pisable (' Enable
Hits-Visits: Wigits Only ([does not include jpg, aff, etc)
URL Details: Single line URL -
Timeframe
Select Custom Timeframe
Aug 19, 2009 2 » PM + (star)
Aug 19, 2009 2 » PM. « (stop)
Groups and IDs
3 selected Groups @ Selected IDs
charlie
Submit ][ Reset ]

2. For Report Delivery, use the pull-down arrow to choose how the report will be delivered. You can choose
to wait for the report, have it emailed, or saved to a directory.

3. Select the Report Type: Interactive or Read-only. (Read more about Interactive reports below.)
NOTE: Interactive reports can only be run against data imported into the Wavecrest Database. They can
not be used when running reports against the raw logfiles. For steps on how to use the Wavecrest
Database and its advantages, see Section 3.

4. Choose the ID Type to be displayed.

5. If you have set Abuse Thresholding and wish for it to display on the report, click the Enable radio button.
(For more information on abuse thresholding, see Section 4).

6. Select whether you want All Hits or Visits Only displayed on the report.
NOTE: Choose Visits Only if you want the report to count and show only true visits, i.e., actual user
clicks. Doing so will exclude all other types of hits, e.g., banners, ads, audio, etc. Choose All Hits if you
want reports to show all types of hits, solicited or unsolicited.

7. For URL Details, choose how you want the URLs to display in the report. The default setting is Single Line
URL, which means that URLs will be 'snipped' if they are longer than one line. If full URLs are needed, you
can choose Full URLs (wrapped when necessary). This means that the full URL will be shown, even if it
takes two or three lines to display it.



8. Choose the Timeframe for your report. Use the pull-down to select either a predefined timeframe, or select
Custom and set a Start Date/Time and Stop Date/Time.

9. Select the Group or ID that you wish to show in the report.
CAUTION: You cannot run a User Audit Detail report on the "Enterprise” group. You can run the report on
other groups, but remember that this means a user audit detail report will run on each user in the selected
group.

10. Click Submit to run the report.

11. If you selected Enter other Email to Receive Report(s) or Select Other Directory to Save Report(s) in the
Report Delivery field, you will see a popup screen with a text box to type in the email address or directory
path. In this case, enter the data, click Submit, and the report will run.

665) May 27, 1957 9:12:21 AM  Hardware and Software Iftp:.-'.-'ftp.miu:ru z0ft. com'buzsys/winntiwinnt-public/fixes/uza/nt40/us=p3/idas/
B66) May 27, 1997 9:13:44 AM Per=onalz and Dating hitp:/hwerw . webpersonalz. comfreadiread_ad. phtml?num=220613
667) May 27, 1957 91523 AN  Social Networking hitp:ifwerw geocities. comizouthbeach/lightz/5312

663) May 27, 1957 9:16:23 AM Social Networking hitp:ifwerw geocities. comizouthbeach/light=/5818/inda. htmil

669) May 27, 1957 9:17:13 AM Perzonalz and Dating hitp:ifwerw webperzonalz. comiread/read_ad.phtml?num=218855
670) May 27, 1997 9:17.42 AM Search Engines hitp:/iwerwe yahoo.com/

671) May 27, 1957 91747 AM Search Engines hitp:ifwerw yahoo.com/docslyahootogodindex. htmi

672) May 27, 1957 9:17:53 AN Regional Information hitp:#Mocal. yahoo.comfocal!

673) May 27, 1957 9:17:58 AN Auction/Clazzified hitp:#iclazzifiedz yvahoo.com/newjersey/perzonals/

674) May 27, 1997 5:18:03 AM  Auction/Claz=sified hitp:/iclaszifieds yahoo.com/cache/newijerzey/personalz/alt. html
675) May 27, 1957 9:21:.07 AN Internet Services I hitp:#home. earthlink. net/&Tewn/g.htm

676) May 27, 1957 9:26:17 AM Financial hitp:ifwerw =ecapl.com/cgi-binfgs

677) May 27, 1957 9:26:25 AM Financial hitp:iig=.=2ecapl.com/cgi-bin/gs

6738) May 27, 1957 92735 AM Weather ! hitp:ifwerw intelicast. com'weather/ewr!




5.7 Run a Site Analysis Bandwidth Report

The Site Analysis Bandwidth report is one of the Additional Management Reports provided by the product. These
reports, which supplement the high and low-level reports discussed above, cover the areas that managers, HR and
IT find useful when managing employee Web use.

The Site Analysis Bandwidth Report is similar to the Site Analysis report, but it focuses on bandwidth consumption
instead of Web site content. It breaks down bandwidth usage first by acceptability classification, then by category
within each classification, and then by user within each category.

NOTE: For descriptions of all Additional Management Reports, see Appendix B.

To run your report, follow the steps below. These instructions will work for any Additional Management Report you
wish to run.

1. Go to Reports — Manual in the Cyfin Reporter interface and click on the Site Analysis Bandwidth link
under Additional Management Reports.

Reports - Manual - Site Analysis Bandwidth

SETtiI'IQS
Report Delivery: Wait For Report -
Report Type: Interactive
ID Type: Login/IP -
ID Presentation: Anonymous IDs
Timeframe
Yesterday -

e.g. Aug 19, 2009 12:00:00 AM -to- Aug 19, 2009 11:59:59 PM

Groups and IDs
% selected Groups @ selected IDs

Lecounting Department

[ Submit ][ Resst ]

2. For Report Delivery, use the pull-down arrow to choose how the report will be delivered. You can choose
to wait for the report, have it emailed, or saved to a directory.

3. Select the Report Type: Interactive or Read-only. (Read more about Interactive reports below.)
NOTE: Interactive reports can only be run against data imported into the Wavecrest Database. They can
not be used when running reports against the raw logfiles. For steps on how fo use the Wavecrest
Database and its advantages, see Section 3.

4. Choose the ID Type to be displayed.

5. For ID Presentation in the report, you can choose to display IDs anonymously. Check the Anonymous
IDs checkbox to do so.

6. Choose the Timeframe for your report. Use the pull-down to select either a predefined timeframe, or select
Custom and set a Start Date/Time and Stop Date/Time.

7. Select the Group(s) and ID(s) that you wish to show in the report.
8. Click Submit to run the report.

9. If you selected Enter other Email to Receive Report(s) or Select Other Directory to Save Report(s) in the
Report Delivery field, you will see a popup screen with a text box to type in the email address or directory
path. In this case, enter the data, click Submit, and the report will run.



Below is an example of a Site Analysis Bandwidth report.

Report Highlights

Program Dowenloads HitsKilokbytes

Description Information
Time To Creste Report o0:o1:14
Data Source Import Data
Total IDs With Yisits 30,481
Total “isitsHits 226169 72195 516
Total Kilokytes 13,334 585
Total Denied Visits 1,842
Total Legal Liakility “isitzHits 71079 E45

1,300 / 397 792

Bytes Read By Classification

Classification Hame Kilobytes Read % ¢ 3,087,850 6,175,701
Acceptable 6,175,701 46% [ 5,175,702
Meutral 4387162 33% [ 4 387 162
Unacceptable 2IT T M 2 Tz
Totals 13,334,585
Bytes Read By Category
Category Hame Kilobytes Read % 0 745,73 1,491,436
1P &dddress (Meutral) 1,491 436 14% D 1,491 436
2 Hardware and Software (Acceptable) 651,538 6% [ 51,535
3 wieh Email (Unacceptable) EI32Ea0 A% [ 632,650
4 Mewes and Media (Scceptakle) 417,093 4% [N 417,098
3 Sports (Unacceptakle) 340,609 3% [ 340,609
G Ertertainment (Unacceptable) 329,997 3% [ 329997
7 Financial (Unacceptable) 299,577 3% [ 299577
& .Search Engines (Acceptable) 226,708 2% [ 226,708
9 Shopping (Unacceptakle) 213,088 2% [0]213088
10 Mon-Profit Organizations (Meutral) 209,019 2% [ 209,019
11 Reference (Acceptable) 195,593 2% [ 195,593
12 Internet Services (Acceptakle) 186,701 2% [ 186,701
13 . Travel (Unacceptakle) 166,005 2% [0 166,005
14 Pormography (Unacceptable) 116978 1% [0 116,378
15 Health and Medicine (Acceptable) 106,383 =19 [ 106,353




5.8 Schedule Reports
Reports can be scheduled to run daily, weekly or monthly and can be sent to the recipient’'s email address or saved
to a directory that the recipient can access.

1. Go to Reports — Schedule in the Cyfin Reporter interface and click on the Create link.

2. Choose the type of report you wish to schedule and click on that report’s link. For purposes of this manual,
we will schedule to run a User Audit Detail report.

Reports - Schedule - Create - User Audit Detail

Settings
Report Name: Enter name for this scheduled report
Report Delivery: Email Report(z) to Group(s) Recipient(s)
Report Type: Interactive
ID Type: Login/IP -
Abuse Thresholding: @ Dizable (' Enable
Hits-Visits: Wisits Only ([does not include jpg, off, etc)
URL Details: Single line URL -
Timeframe
Yesterday -
e.g. Aug 19, 2009 12:00:00 AM -to- Aug 15, 2009 11:55:55 PM
When To Run
12 + AM. « (hourof the day)
Groups and IDs
0 selected Groups @ selected IDs
charlie

[ Submit ][ Resst ]

3. In the Report Name field, type in a name for the report.
NOTE: If you do not give the report a name, it will be given a default name.

4. For Report Delivery, use the pull-down arrow to choose how the report will be delivered. For scheduled
reports, you can have the report emailed to the group(s) recipient(s) or saved to a directory that the
group(s) recipient(s) can access. You also have the option to enter one or more email addresses to receive
the report. If you select this option, a text box will appear where you can enter them. If you are entering
more than one email address, separate each with a comma or semicolon.

5. Select the Report Type: Interactive or Read-only.
NOTE: Interactive reports can only be run against data imported into the Wavecrest Database. They can
not be used when running reports against the raw logfiles. For steps on how to use the Wavecrest
Database and its advantages, see Section 3.

6. Choose the ID Type to be displayed
7. If you have set Abuse Thresholding and want it to display on the report, click the Enable radio button.

8. Select whether you want All Hits or Visits Only displayed on the report. NOTE: Choose Visits Only if you
want the report to count and show only true visits, i.e., actual user clicks. Doing so will exclude all other
types of hits, e.g., banners, ads, audio, etc. Choose All Hits if you want reports to show all types of hits.



9. For URL Details, choose how you want the URLs to display in the report. The default setting is Single Line
URL, which means that URLs will be 'snipped' if they are longer than one line. If full URLs are needed, you
can choose Full URLs (wrapped when necessary). This means that the full URL will be shown, even if it
takes two or three lines to display it.

10. Choose the Timeframe for your report.
11. Select the When To Run time for the report.

12. Select the Group or ID that you wish to show in the report.
CAUTION: You cannot run a User Audit Detail report on the "Enterprise"” group. You can run the report on
other groups, but remember that this means a user audit detail report will run on each user in the selected

group.

13. Click Submit to set the report to run at its scheduled time.

5.8.1 Modify Scheduled Reports

1. Go to Reports — Schedule in the Cyfin Reporter interface and click on the Modify link.

2. Click on the scheduled report you wish to modify.

Reports - Schedule - Modify

Scheduled Rep-::rts
Brown, Charlie Weekhr Report

3. Make your modifications and click Submit to apply your changes.

5.8.2 Delete Scheduled Reports

1. Go to Reports — Schedule in the Cyfin Reporter interface and click on the Delete link.

2. Select the radio button for the report you wish to delete.

Reports - Schedule - Delete

Scheduled REPGI'TS
@ Brown, Charlie Weekhy Report

[ Submit ][ Resst ]

3. Click Submit to apply your deletions.
5.8.3 Run a Scheduled Report

This option allows you to run a scheduled report at any time.

1. Go to Reports — Schedule in the Cyfin Reporter interface and click on the Run Now link.

2. Go to Reports — Schedule and click on the Run Now link.

Reports - Schedule - Delete

Scheduled Reports

@ Brown, Charlie Weekhy Report

[ Submit ][ Resst ]

3. Click on the report you wish to run, and it will begin processing.



5.9 Using Interactive Reports

Interactive Reporting allows users to drill-down and get more detailed information on employees' Web use by
simply clicking on a report's elements. For example, from a high-level report, such as Site Analysis, you can simply
click on an ID Name, and a User Audit Detail report will automatically begin running on the user.

They are also delivered differently. For example, instead of receiving an attachment of the report, recipients will
receive a link. A password is needed to retrieve the reports because they are password protected.

To use Interactive Reporting, you must enable the Wavecrest Database. Interactive Reports can only be run
against data imported into the Wavecrest Database. They can not be used when running reports against the raw
logfiles. For steps on how to use the Wavecrest Database, see Section 3.

1. When an Interactive Report is emailed to a recipient or saved in the directory, the recipient will receive a link
(or two links depending on your server settings) to the report.

tlick on the link below to retriewve the report with the following information:

Type of Beport: 3ite Analysis

Created By: adwin / Tour Company Name Goes Here
Jerver Alias Name: Cyfin Reporter

Current Date/Time: Apr 25, Z007 9:56:45 AM
Thresholding: Di=sable

Group: Enterprise

ID=: A4ll ID=s

Feport 3tart Date/Time: Jep 1, Z004 1Z:00:00 AM
Feport 3top Date/Time: MNov 30, Z004 11:59:592 PHM

If for any reason the link does not work, please contact your administrator.

2. To open the report, click on the appropriate link. You will then be asked to enter a password to retrieve the
report. The default password is "password." This password can be changed on the Report Settings -
Interactive Reports screen.

Authentication Required

A password iz required to view thiz report. If you do not know the password, please contact your administrator.

Enter Pagsword: (*e*essses




3.

If you received a Site Analysis report, it would appear like the report below.

Top Users or Workstations Activity

ID Hame Download Time Vigits % 0 164,351 322,703
1.143.18.80.19 11:04:55.09 322703 1% (I 2 703
2.131.190.1.126 0:22.28:21 286,167 <1% NG 5. 157
3.143.1863.2 5:06.07:18 266,546 <1% [N 255,545
4.155.124.113.178 6:00:38.18 173,566 <1% [ 173 555
5.155.124.113.134 5:03:50:27 148,609 1% (NN 143,509
6.155.123.22 4 4:14:03:18 132,066 <1% [ 132,066
7.143.26.5.22 3041112 91,424 <1% [ 21424
8.143.34.5.200 2110915 70,985 <1% [ 70,985
9.155.124.25.14 2:06:45.09 65,783 <1% [N 65,733
10.143.26.84.112 1:23:35:.09 57,103 <1% [ 57,103
11.172.17.74.183 1:21:22:12 54,444 <1% [ 54444
12.155.118.61.226 1:19:20:12 52,004

<1% [ 52,004

4. From here, you may decide that you want to drill-down to get more detail on a user's Web activity. Click on
the user's ID (or for this example, the IP address). By clicking on 143.18.80.19, you have submitted a
request to get a User Audit Detail report on that particular user. The below progress meter will appear. If
there are any other jobs in the queue, this screen will indicate how many jobs are in the queue.

5.

Report Request Status

| 35%

Cancel

Email Address: |ﬁr5t.|ast@c ompany.com

If you do not want to wait for thiz report, enter yvour email address below. A link to the report will be emailed to yvou when it iz complete.

If there is a lot of data or if there are multiple jobs in the queue and you do not want to wait for the report,
you have the option of entering your email address to have the report emailed to you when it is complete.




5.10 Review Report Policies
If you ever want to review your report settings, you can do so at the Reports — Policy screen.

The first policy screen is viewable in Cyfin Reporter and the second is viewable through the CyBlock Appliance
interface.

Policy Report Links

Abuse Thresholds List of all abuse thresholds policies and the users to which they apphy.
Category Classifications List of Web activity categories with their acceptability classifications.
Display Cateqories List of all dizplay categories policies and the users to which they apphy.

Groups and IDs List of Groups and IDs autherized for your access account.

Maximum D= Lizt of all maximum ID= policies and the groups to which they apply.

Policy Report Links
Block Protocolz  List of all block protocol policies and the users to which they apply.

Block Web Categories  List of all block categories policies and the users to which they apply.

Block Web Content  List of all block content policies and the users to which they apphy.

Groups and 1Dz List of Groups and ID= authorized for your access account.

This screen contains links to policy-related information that you have set in the product. Inthe Cyfin Reporter
interface, you will find policy-realted information for reporting.

m The Abuse Thresholds link indicates how many visits are acceptable before 'abuse’ is considered to have
occurred.

The Category Classifications link shows the acceptability classifications (ratings) that your organization
has assigned to the Web activity categories. NOTE: These can be default settings.

The Display Categories link indicates which category tables will be displayed in reports.
The Groups and IDs link indicates the groups and users that you can create reports on.
= The Maximum IDs link indicates how many user IDs will appear in category tables of reports.

In the CyBlock Appliance interface, you will find policy-related information for blocking.

= The Block Protocol link indicates which protocols are allowed and which are blocked.

= The Block Web Categories link indicates which categories are allowed and which are to be blocked.
= The Block Web Content link indicates what content types and/or file extensions are to be blocked.

= The Groups and IDs link indicates the block policies for users and groups.



This section covers additional administrative features to be used and maintained by the product’s administrator.
Before getting started on this section, be sure to complete the Getting Started section of the manual first. It
contains vital instructions that need to be completed before moving on to creating accounts or scheduling the
download of the URL list.

Administrative Features includes instructions on how to:

= Create, Modify, and Delete Administrator and Operator Accounts — Instructions on how to manage
administrator and operator accounts.

= Download the URL List — Covers how to manually download the list and schedule it for download daily.
= Download Product Updates — Instructions on how to check for updates and download them when needed.
m Check Product News — Learn how to read product news and change the settings.

As mentioned previously in Reporting, assigning operator accounts to those that need reports regularly can save IT
administrators considerable time and effort. Individuals with operator accounts can access the product, but only via
a limited menu that lets them run reports on the groups and users that they have been authorized to review. They
cannot make or change administrative settings.

It is important to maintain the latest downloads of the product’s URL list and upgrades. Keeping the list current and
preventing it from expiring will reduce the number of Web sites listed in the “Other” (unidentified) category. Taking
advantage of upgrades will keep the product running smoothly.

Finally, product news will let you know if there are any new critical product releases or current Internet issues that
may affect your Web-use management policies.



6.1 Create Administrator and Operator Accounts

Two types of accounts can be issued: administrator accounts and operator accounts. Administrator account users
have full access to and control of the product. Operator account users only have access to a limited menu that lets
them create, run and review reports.

NOTE: Operator Accounts can only be created in the Cyfin Reporter interface.

1. To create an administrator or operator account, go to Administration — Access Accounts and click on the
Create link.

Administration - Access Accounts - Create N,

Create Access Account

Account Name: bsmith
Authentication Create Password «
Account Type: Operator -

Full Name: Bob Smith|
Email Address: bsmith@company.com

Home Directory: CATEMP

@Groups: Erterprise (544 -
Dirafting Department (46) =
Engineering Department {128)
Marketing Department (108) =
Sales Department (100)

Technical Services Department (11 —

[ Submit ][ Resst ]

2. Type in the Account Name (or login name) to be used by the account owner. If you plan to use the Active
Directory Authentication option make sure the account name matches the Active Directory account name
exactly.

3. In the Authentication field, select Use Active Directory or Create Password. If you select Create
Password, a text box will appear where you will type in a password for the account.

4. Use the pull-down arrow to choose either Administrator or Operator for the type of account you are
creating.

5. Type in the Full Name of the account user.

6. Type in the Email Address of the account user. For operator accounts, reports covering Groups selected
during the report-creation process will be sent to this email address. This email address overrides the
default administrator email account entered during product setup. It also serves as the “From” address
when the account owner is logged in and chooses to email reports to other recipients.

7. Type in or browse to the Home Directory that has been set up for the account owner to store reports in.

8. Select the Group(s) for which the account owner will be authorized to create and view reports and perform
other functions (if applicable). To select more than one group, hold down the Ctrl key and click on each
Group.

NOTE: The text box displays the (optional) user-grouping structure created during Groups and IDs setup.
You can learn how to set up Groups and IDs in Section 2 of the manual.

9. Click Submit to create the account.



6.2 Modify Administrator and Operator Accounts

This feature lets you modify a previously established administrator or operator account.

1. Go to Administration — Access Accounts and click on the Modify link.

Administration - Access Accounts - Modify

Select Account

admin(Administrator}
bemith{Bob Smith}

2. Click on the account you wish to modify.

Administration - Access Accounts - Modify - Properties

Modify Properties

Account Name:  admin
Authentication Create Password - sssss
Account Type: Administrator -
Full Mame:  Administrator
Email Address:  first Jast@company.com
Home Directory:  CATEMP Browse

@ Groups:

| »

Accounting Department (46)
Drafting Department (31)
Engineerng Department (117)
Marketing Department (34)
Sales Department (30)
Technical Services Department (3. —

m

3. Make your changes and click Submit to apply them.



6.3 Delete Administrator and Operator Accounts

Delete previously established administrator or operator accounts.
NOTE: The administrator account cannot be deleted if he/she is currently logged in.

1. Go to Administration — Access Accounts and click on the Delete link.

Administration - Access Accounts - Delete

Delete Accounts

@ psmith{Bob Smith)

[ Subsmit ][ Reset ]

2. Select the radio button for the account that you wish to delete and click Submit.



6.4 Download the URL List

The Wavecrest URL list is updated daily. In order to receive these daily updates, you must either download the
URL list manually or configure the product to download it automatically once a day.

The list must be downloaded in both the CyBlock Appliance and Cyfin Reporter interfaces. Therefore, we
recommend that you schedule the list to be downloaded automatically every day.

6.4.1 Manual Download

1. Go to Administration — URL List and click on the Manual link.

Administration - URL List - Download - Manual

Manually Download Latest URL List

T Category Resolution is ready

Update URL List: [ Download Mow ]

Direct Download
Product Override  Wavecrest Downloads

2. If the URL list is expired (older than 45 days), the status bar will be red with a message stating that the list
is expired. If the URL list is about to expire (older than 30 days), the status bar will be yellow and will state
how many days old your list is. If you get either of these messages, you should download the URL list
immediately. These messages will also appear when you log in. If your latest list was downloaded within
30 days, the status bar will be green as shown above.

NOTE: To avoid the risk of having the list expire, we recommend that you schedule the URL list to
automatically download daily. See Section 6.4.1 for instructions on scheduling the download.

3. Click on the Download Now button to download the latest version of the list. A screen will pop up with a
Download Progress bar will show the download’s progress percentage.

4. You will receive a confirmation statement in the Textual Progress area when the list is fully downloaded.
When this occurs, you can close the window.

NOTE: The Product Override link should only be used in the event that the URL list download from the product is
unsuccessful. This link will take you to a Web page where you will find the URL list download and instructions
for downloading from the site.

6.4.2 Schedule Download

1. Go to Administration — URL List and click on the Schedule link.

Administration - URL List - Download - Schedule

Schedule URL List Download

Automatic Update: fes w
Hour: 3 - AN -

Confirmation Email: Yes - When Emors »

[ Submit ][ Resst

2. Use the pull-down arrow to select Yes in the Automatic Update field to enable the scheduled download.
NOTE: If you ever want to disable the scheduled download, change the Automatic Update option to
No and click Submit. This will turn off the automatic update.

3. Choose the Hour that you want the automatic update to occur by using the pull-down arrows.

4. If youwould like a Confirmation Email to be sent to the administrator confirming that the URL list download
was successful, select Yes. If not, select No.

5. Click Submit to apply your settings.



6.5 Download Product Updates

Use the Product Update screen to check for new product versions and download the latest release.

1. Go to Administration — Product Update. This screen will tell you if there are any current updates to the
version of your product.

Administration - Product Update

Product Updates

CEIUEH The product is currently up-to-date.
Version: 6.0.0.0
Build: 1733
Release Date:  Tue Aug 252009 2:00:47 P.M.

Releasze Hotes:  hitp://forum. wavecrest. net/view forum.php?f=32

2. The Status bar will let you know if there are any new updates or if your product is currently up-to-date. If
updates are available, click on Download Now to upgrade the product.



6.6 Download the CyBlock Client

The CyBlock Client piece must be downloaded on each user's PC so that the appliance can block and log traffic by
user names.

1. Go to Administration - Client in the CyBlock Appliance interface.

Administration - Client

CyBlock Client

Download and Install  Software to install on all pc’s for username resolution.

2. Click on the link to download and install the CyBlock client piece.



6.7 Check Product News

@l The Product News system allows you to receive critical information on new product updates and relevant
news items that may affect your Internet management policies. The default news settings lets you receive
news items in the product and displays the last 25 news items received. You will know you have a new news item
to read when a yellow icon appears in the right-hand corner of the interface. Click on the icon to view the new
news item. Once you have read the news item, the icon will disappear.

1. To change your news settings, go to Administration — Product News and click on the Setup link.

Administration - Product News - Setup

Enable or Disable News

Receive News: @ Epable ) Disable

In-Product Notification

Display Last: 2hnews tems -

[ Submit ][ Reset ]

2. If you do not want to receive news through the product, you can choose to disable it by clicking on the
Disable radio button.

NOTE: If you decide to disable product news, you must remember that only the administrator will receive
these critical updates via email. Critical news items will also be posted on the technical support forum.

3. You can also choose how many news items you want displayed when viewing your news. Use the
pull-down arrow to make your selection.

4. Click Submit to apply your changes.

To view your news:

1. Go to Administration — Product News and click on the Viewer link.

Administration - Product News - Viewer

25 Last News Items

1. Aug 18, 2009 4:01:51 PM  Categorization Update for YouTube
May 5, 2009 9:51:46 AM Hew Release - Cyfin 7.9.3

Mar 18, 2005 5:21:54 PM Follow us on Twitter

Mar 4, 2009 10:57:20 AN Categorization Update for Tweitter

Sep 9, 2008 11:43:08 AM New Release - Cyfin 7.9.0

Aug 13, 2008 91757 AN WaveNews Summer 2008

Nov 6, 2007 4:33.56 PM WaveNews Fall 2007

i B

2. Click on the links to read each news item.



6.8 Restore

The restore option allows you to go back (or restore) your previous settings in your product from a previous day.
You can restore settings up to 31 days back.

NOTE: This feature is not available if you are using the Array feature.

NOTE: When you restore settings, this automatically restarts the product service.

1. Go to Administration - Restore.

Administration - Restore

Day Selection
Choose Day To Restore: Flease Select -

Submit Feset

2. Select a day from which to restore settings.

3. Click Submit. At this point the service will automatically restart.



6.9 Proxy Chaining

Proxy chaining allows you to chain the CyBlock Appliance to another proxy "upstream" of it. This feature is for
special circumstances to accommodate those offices that need to "chain" through an "upstream" proxy.

1. Go to Setup - Proxy.

Authentication
Login Hames: @ Enable ) Disable
Proxy Chaining
Proxy Chain: () Epable @ Disable
Server:
Port: 2080
[ Submit ][ Reset ]

Select Enable to turn on proxy chaining.
In the Server field, enter the "upstream" proxy's name or IP address.
The default port is 8080. You should not need to change the port number unless the port is not available.

Click Submit.

o &~ © BN



7.0 Other Features

7.1 Quick Start

Quick Start provides you with links to the most basic setup screens that you need to get the product up and
running. Below the basic setup is a link to this Administrative Guide for the product that will step you through
getting the product started. It also contains detailed instructions on some of the product's features.

NOTE: For the appliance, the Quick Start is currently only available for the Cyfin Reporter interface.
7.2 License
You will need to enter your product license after you purchase or renew the product license.

NOTE: The default evaluation key is valid for 30 days after install.

1. To enter your license information, go to Setup and click on the License link.

Setup - License N

License Information

Organization Name:  Your Company Mame Goes Here
Server Alias Name:  CyBlock Promy

Serial Number: 123

Activation Key:  A123-B456-C7E5-D012-E345

Key Status: Evaluation Key iz OH.

| Submt ||  Reset |

2. Enter your organization's name in the Organization Name text entry box.

3. Enter the server name (or its IP Address) that the product will use.
NOTE: This is merely the server's "friendly" alias name, it has no bearing on product actions.

4. Enter your serial number in the Serial Number text entry box if you have purchased the product. (This can
be found on the certificate provided at time of purchase. During product evaluation, the serial number
default setting should not be changed.)

5. Enter your activation key in the Activation Key text entry box. (This can be found on the certificate
provided at time of purchase. During product evaluation, the activation key default setting should not be
changed.)

6. Click Submit to apply changes, or click Reset to reload previous values.
CAUTION: If you click Reset, the current changes will not be saved, the previous setup will be reset, and
all changes will be lost.



7.3 Job Queue

The job queue displays a prioritized list of jobs in process. If there are no open jobs, when you go to the job
queue, the screen will be blank and a message indicating the system is currently idle will appear.

The job queue automatically assigns priorities and performs the jobs in a sequence that reflects those priorities.
This design ensures that reports are based on the latest available data.

The job queue runs one job at a time. A job that is running will always be at the top of the list, and a progress
meter will show percent completion.

When a new job is initiated, the product automatically places it in the queue in accordance with its priority. Lower
priority jobs are "bumped down" if appropriate.

1. To check the Job Queue, go to Administration — Job Queue.

2. You will see the list of jobs and their status on the screen.

Queue Information ( 1 jobs )

# Type Description Percent Owner Delete
1 Report Site Analysis | I = admin &

Pause ||| Select Al
Submit ][ Feset ]

3. If you want to delete any of the jobs, check the Delete box and then, click Submit.
NOTE: Administrators can delete any job in the job queue. Operators can delete only the types of jobs that
are authorized in their accounts, i.e., typically reports.




7.4 Help
7.4.1 Documentation

This area provides links to various documents that help you with the product and Web-use management in general.
It includes links to this Administrative Manual, product support, Wavecrest’'s Web site and other helpful documents.
Get to this screen by going to Help - Documentation on the menu.

7.4.2 Profiling

If you ever experience difficulties that can't be resolved via on-line Help, Technical Support may ask you to activate
the product's "profiling" mode via the Profiling screen. When profiling is activated, the product will generate a
considerable amount of data to help Technical Support resolve the issue. When the data is generated, it will be
sent to a special file (sprofile.htm) for subsequent transmission to Technical Support via email
(support@wavecrest.net). If you are ever asked to turn on profiling, go to Help — Profiling and follow Tech
Support's instructions.

Help - Profiling

Profiling
set @ off
) Minimum
) Medium
sttus:
[ Submit ][ Reset ]

7.4.3 Support Forum

On our technical support forum, you can connect with some of our 3,500 customers. You can peruse the forum for
helpful tips in using the product, or you can post your own questions and comments. If you go to Help — Support
Forum on the menu, it will take you directly to the forum.

NOTE: For the appliance, this link is currently only available via the Cyfin Reporter interface.

7.4.4 System Information
7.4.4.1 System Status

System Status tells you whether or not the product's Application Server is ready. If the Overall System Status
message is colored green (OK), you can click on the dynamic Quick Link which will take you directly to the
Reports - Manual - Site Analysis screen. There you can quickly generate a sample Site Analysis Report.

If the Overall System Status message is colored yellow or red, the Quick Link will take you to the specific screen
that relates to the error condition. There you can quickly resolve the issue.

To check your System Status, go to Help — System Information and click on the System Status link.

Help - System Information - System Status

"CyBlock Proxy" Primary Server Status

Overall System Status This server is ready
Quick Link  Dashboard




7.4.4.2 Filter Status

Filter Status provides information relating to the product's filter feature. Included are: Filter Name, Filter Plug-in
Version, Type of Proxy, Operating System, System Functional (Yes or No), Total Hits Processed, Total Hits
Blocked, and License Information. To view your Filter Status, go to Help — System Information and click on the
Filter Status link.

NOTE: For the appliance, Filter Status information is only available via the CyBlock Appliance interface.

Help - System Information - Filter Status

System Information

Filter Hame:  CyBlock(tm) Proxy
Filter Version:  v5.0.0
Type of Proxy:  Stand-&lone
Operating System:  Windows 2003

Date/Time Started:

Aug 25, 2009 3:53:59 PM

Status

System Functional:

Filtering System iz OK.

Total Hits Processed: 0
Total Hits Blocked: 0
Safe Search es
License Information
ID Type: Login Mames
Total Licensed IDs: 100,000
Currently Monitored IDs: 0




7.4.4.3 Server Information

Server Information provides important items of information about the product's application server. Included are:
the type and version of application server, type of proxy server or firewall, installation directory path, virtual
memory size, license information, report language, etc. Several of these informational items are derived from
one-time Setup actions. Others were developed during the installation process. To view your Server Information,
go to Help — System Information and click on the Server Information link.

7.4.4.4 Check URL

This feature can be used to check the category of any URL in the product's configured list(s). It is particularly
useful after you create a custom category. It enables you to verify that the URLs you entered in the custom
category have been correctly assigned to that category.

1. Go to Help — System Information and click on the Check URL link.
2. Enter the URL you want to check.
3. Click Submit and the other fields will fill in with information about the URL.

Help - System Information - Check URL i
This feature can be used to check the category of any URL in the preduct’s configured list(z). To do this, sim|
the URL was found will be returned. As an example, enter "http:/hewow . superchicken.com™ then hit the "Sub
Check URL
Enter URL  hitp://
URL:  hitp:ifwew wawvecrest.net
Default Block/Allow:  Allow
Category: Hardware and Software
Classification:  Acceptable
URL found in:  Standard Wavecrest URL List
Type of Categorization:  Standard Wavecrest URL List
Configured List(s): Standard Wavecrest URL List w5.0 (1 Days)
Submit ][ Reset ]

7.4.4.5 Client Information

This screen identifies the computers that have the CyBlock Appliance Client software installed on them and are
actively being protocol-filtered. To access this screen, go to Help - System Information in the CyBlock Appliance
interface and click on the Client Information link.

7.4.4.6 Sample Reports

Sample Reports lets you quickly generate a sample Site Analysis report and a sample User Audit Detail report.
These reports can help you become familiar with the "look and feel" of all of the product's reports. To view these
sample reports, go to Help — System Information and click on the Sample Reports link. Then, click on the link for
the report you want to see.

NOTE: For the appliance, this link is currently only available via the Cyfin Reporter interface.
7.4.5 About

If you go to Help — About on the menu, you will get a description of the product, the version you are currently
using, and the release date of the version you are using. It also includes a link to Wavecrest’'s Web site.



Introduction to "Groups and IDs"

General. "Groups and IDs" is a feature that is used to input and/or import users' ID information into the product for
subsequent use in reporting and/or filtering processes. As discussed later, the Groups and IDs input/import
process can be performed manually, automatically, or in some cases semi-automatically. Optionally, this feature
can also be used to custom-group the IDs for more advanced usage.

Using the Product's Default Grouping Arrangements. You may not need or want to group your users in any
particular way. For example, you may always want to see all users in high-level reports (e.g., Site Analysis), and/or
you may want to apply policy settings uniformly to all users. The core grouping capability is designed to
accommodate this universal approach. To implement, you do not need to take any special measures. All users are
placed in the Ungrouped IDs group (a subgroup of Enterprise), and you simply designate Enterprise as the
controlling group for all report formats and policy settings.

Using the Product with Customer-Specified Grouping Arrangements. Using the simplified universal approach
discussed in the preceding section may not always be satisfactory. For example, management may want reports
that only cover Web usage in particular departments or divisions. They may also want reports that cover personnel
at specific locations, or they may want to see activity by all personnel who have a particular job classification. And,
very importantly, they may want reports that show a single user’s Web-access activity. In cases like these,
user-grouping is essential.

NOTE: Although grouping by department is the most popular approach, groups can be based on any
characteristic or parameter that applies to the users in the workforce, e.g., job title, salary level, work location,
etc. All groups must contain at least one user in order to be reported on.

Augmenting the Core Grouping Arrangement. The Groups and IDs' core grouping capability can be easily
augmented to accommodate a variety of requirements to monitor and/or control Web activity by groups or users.
To take advantage of this capability, the overall user ID population must be subdivided into logically-structured
groups. This will take the form of a hierarchical structure under Enterprise.

Customized User-Grouping. Wavecrest products were designed with customized user-grouping in mind. Our
products enable you to input (or import) the user population. If desired, the user population can be subdivided into a
single or multi-tiered hierarchical grouping structure. This capability lets you set up, apply and monitor different
policies for different organizational units, i.e., divisions, departments, geographic areas, individual users, etc. It also
lets you (a) use block-allow settings to govern Web access (Wavecrest's Cyblock products only), (b) vary report
formats for different recipients and (c) restrict the distribution of group-level or individual user reports on a "need to
know" basis. Such restriction increases managerial efficiency by segmenting the reports and providing recipients
with only the information they actually need. It also prevents distribution of extraneous, undesired information, and it
helps maintain users' privacy.

Planning Ahead. For customers that want to set up a customized grouping arrangement, we recommend that
management or HR first design the grouping structure. This should be done before the network administrator
begins the product setup process. That way, the administrator will have a clear blueprint of management's
expectations when he or she starts the setup process. Designing the scheme is not difficult. There are many
"models" that organizations can choose from. The most common grouping scheme is an "organization chart."

Multiple Approaches to the Management of Groups and IDs. Wavecrest products offer several alternative
ways to set up and manage Groups and IDs. These include fully automated, partially automated and strictly manual
approaches. These alternatives are discussed below.



Fully Automated Grouping Using Active Directory

Overview. For large ID populations, it is best to use automated processes to create groups and assign IDs.
Wavecrest products provide this capability. Our products can import groups and IDs into the product from
directories, databases, or spreadsheets on other servers. This capability can save extensive amounts of time and
manual data entry. These savings can be realized if network users' information (e.g., employee name, employee
number, organizational affiliation, network privileges, User ID, etc.) has already been organized and set up. For
example, many organizations enter their computer users’ unique identification and security data by department into
a database in an Active Directory Server or a Domain Server. So long as each “database” record contains a unique
user ID and a unique group (department) designator, the product can import the data en masse into Groups and
IDs.

Active Directory. The use of “directory services” for network management purposes is common in larger
organizations. Microsoft’s Active Directory (AD) is a popular example.

How Wavecrest Products Interact with Active Directory

General. Wavecrest products' Groups and IDs import feature is optional functionality. It can be used in conjunction
with Active Directory to automatically:

* import relevant user information from the directory into the product’s Groups and IDs section.
* create a hierarchical Groups & IDs tree in the product.
* assign the IDs to the appropriate groups in the tree.

Once you have Active Directory configuration(s) set up, the import feature can also be used to manually import IDs
into the product immediately.

Caution. Using Active Directory to implement automated grouping is a powerful and efficient concept. However, for
the concept to be successful, the directory must have fields that contain appropriate employee-related information
needed by the product, e.g., user ID, full name (if used), immediate parent organization, etc. The fields must be
structured in a logical, hierarchical “chain of command” manner, and all groups and subgroups (i.e., organizational
units, or OUs) must have unique identifiers or labels. A unique identifier can be a department number or a
department name — or any other type of designation — so long as there are no duplicates in the assigned database
OU field. In large organizations where like functions in different locations may have the same name (e.g., “Sales” in
Germany, “Sales” in England, etc.), the name should be augmented with a prefix or suffix to provide differentiation.
For example, in this case, the two functions could be named “Ger.Sales” and “Eng.Sales.” Assignment of unique
department numbers to the various workgroups is also an effective solution. Most directories are already designed
in this hierarchically structured manner for related reasons, e.g., group policy administration, network security
administration, access control, etc. In such cases, the import feature will work smoothly and quickly.

For purposes of this discussion, we assume (a) the customer's Active Directory contains such information and (b)
"groups" will represent departments, divisions, etc. in a hierarchical organization.

Figure 1 below is a hypothetical illustration of such information.

UserID FullName member of member of member of member of

53801 Smith, John [Accounting BuickMfg Domestic GeneralMotors
27498 Brown, Jane |Sales ChevroletMfg  |Domestic GeneralMotors
41749 Doe, Oscar |QualityControl |CadillacMfg Domestic GeneralMotors
25998 Ray, Tom Accounting BuickMfg International |GeneralMotors
37494 Gill, Ann Production ChevroletMfg |International |GeneralMotors
26487 Barr, Phil Engineering CadillacMfg International |GeneralMotors

Figure 1. Example of Groups and IDs Information

Field Definitions. In this example, columns 1 and 2 are devoted to the individual employees, and columns 3 - 6
illustrate the departmental or organizational hierarchy. Column 3 is the lowest level in the hierarchy and is the
employee's imme